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Vector commitments.

Prover Verifier

¢ = Com(xy, ...x,)

1 € (1,...n)
(x;, Open,)

Verify(c, Ajs Openi ) =1




polynomial f polynomial f points
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evaluation

proof

proof that

commitment
f(s)=y

Source: Cryptography Documentation of the Mina blockchain.

[ynomial commitments.

proof that

commitment
f(s)=y

true or false



Building SNARKS
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— [ 18 — fx)=y, forx,y € F
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® Oracles are polynomials
® Security is information-theoretical

e Proof length is €2(7) (not succinct)
® Verifiers are very efficient

e Cryptography goes here!
e Computational security
e We can achieve succinctness

*The slide courtesy to Glacomo.
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Short Integer Solution (S1S).

. Given a matrix A « %(Z7™), m>>n.

. Find x € Z"st. A-x=0mod gand |x|, < f

Inhomogeneous SIS (ISIS): for a given ¢ € Z find x € Z"st. A-x =t mod gand |x|, <p



SIS Trapdoors

Solving SIS is equivalent to finding a short vector in

A;(A)z{xGZm:A-x=Omodq}

A trapdoor for a matrix A € Z7*™ is a full rank “short” matrix T, € Z™"™ st

For ISIS: Find any A - y = mod ¢q. Using T, find z in the kernel close to y. Output : x =y — Z.



SIS Trapdoors

12 ... 2
Gadget matrix: G, = where

1 2 ... 2k

k= |log,q| + 1

Gadget Trapdoor: a “short” matrix T, € Z™"* suchthatA - T, = G, mod ¢



S Trapdoors.

12 ... 2"
Gadget matrix: G, = where

1 2 ... 2k
k= |log,q| + 1

Gadget Trapdoor: a “short” matrix T, € Z™" suchthatA - T, = G, mod ¢
Tosolve ISIS: Let 1, be binary decomposition of t. Outputx = 1, - t;;. .
Preimage Sampling: SamplePre( - ) generates “well distributed” preimages for A

{.X < SamplePl’e(A, TA’ [, 0)} ~ {.x <« QAZ(A),G}



Notations.

. (u|v)or (A|B) means stacking horisontally.

. (u]|v) = @' |vH! or (A||B) means stacking vertically.
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BASIS assumption | WW?23|

Given: A & ngm, W e Z’;X”, Ty € 7%y — pnk such that

Compute: x€ Z" :A-x=0mod g suchthat |x|, <p




BASIS assumption | WW?23|

Given: A & ngm, W e Z’;X”, Ty € 7%y — pnk such that

As hard as SIS when

l ]
B—
2 n

Compute: x€ Z" :A-x=0mod g suchthat |x|, <p




BASIS assumption | WW?23|

-G,
-G

n

A
Given: A€ Z7",We Z" Ty € 7°"M%2M guch that [ WA ] - Ty = G,, mod ¢

Compute: x€ Z" :A-x=0mod g suchthat |x|,<p

Version with higher arity:

A -G

WA . G, and BTy =G,, mod g



BASIo vector commitment.

Trusted Setup: (A, {W}”ﬂ : ,Tp) suchthat B:Ty = G,, mod g

Message: (fo, ---sfr_1) € Zg and vector ¢i = (1,0,...,0) € Z"



BASIo vector commitment.

Trusted Setup: (A, {W,;} 21, Tp) suchthat B- T, = G,, mod g

=1

Message: (fo, ---sfr_1) € Zg and vector ¢i = (1,0,...,0) € Z"

Stack: f,=(=fo-e/l|...|| =f,_1-€) vertically
Run: (so||...|1s,_{||7) « SamplePre(B, T, f,, ©)

The commitmentis: t =G - f



BASIS verification.

A -G, 50 —Jo- €
W,A -G, 2 ‘
° Sp-1 :
Weid =G, ] —Jo-1- €

For the coordinate i =0,...,2 — 1 we have:
W.eA-s;—G-t=—f e mod g
Or: W;-A-s,+f e, =tmodgq

Also check: |s;], < f



BASIS verification.

A _Gn 50 _f() €
_ s, | = : mod g
W,_A -G, t —fr_1° €

For the coordinate i =0,...,2 — 1 we have:

W.-A-s;.—G-t=—f-e modq

Can be transformed into o
oolynomial commitment by

Or: VVZ-'A°SZ--I-fl-'€1=tmOdq openingtofvT-u

forii = (1,u, ...u'=Y

Also check: |s;], < f
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Power-.

RINg-BASIS (PRI

Given: (A,w € R, Tp) such that

Compute: x € £" : A -x = 0 mod g suchthat [x|, </

-G,
-G

FMN 23]

"l and B-Tz = G,, mod g

wi~l A -G

n



Power-Ring-BASIS (PRISIS) |[FMN 23]

Given: (A,w € R, Tp) such that

A -G,
w-A -G
B = . "l and BTz = G,, mod g
witl A -G,
Compute: x € R" : A - x = 0 mod g such that | x|, < /3 As hard as SIS + NTRU for

[=2
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PRI

>

S DO.

vnomia

. Same as BASIS commitment scheme.

commitment.

. Allows evaluating polynomials due to the additional power structure.

. Splitand fold: AAX) = f,(X?) + X - fo(X?)

/ /]

Jo

fi

>

1, (Sgs - -

>

Js

Jo

™
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Split and Folad
fX) =f,(X*) + X - fo(X?), flu)y=v £, (Sgs - s

$7)
Verifier sends random short ¢, oy € Zq / / / \ \ \

hoh b K oKk
Prover sets g(X) = ay - [ (X) + a; - fp(X)

!

Sends zp = f; (u?), z7; = fo(u?)
1, (0gSg + Sy, - .., OgSe + A1S7)

Verifier checks v = z, + uz, / / \ \

Remains to prove g(u) = ApZp T X134 dofot i dhtafs apfatanfs afetaif;

*the technigque developed in FRI | BBHR18]



Parameters

as function of polynomial degree - [

. Verifier - Logarithmic
- Prover - Quadratic

- Communication - Polylog

. Public Params - (A, w € R, Tp) - Quadratic

>0 Setup - YES



Merkle-
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f(x) = Zfixi, crs = {(A,wi, 1Y), ..., (A3, Wy, T3) }
i=0

Constructing the tree:

(S0» S4)s fog = Com(fo - ey, J4 - €))

(S04, S15), f - COm(t04, tls)

(5,9),t = Com(%, 1)
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| )

[0 open and verity

To open fo send (S, Spq, Sp)

Verification:
Compute Az -8y +fy: e = fyy mod g
Compute A, - Spq + tp, = mod g

Verify A;-§+f=1tmodgq

Or equivalently:
For ]CO IAIS; +A2S()4 +A3S() +f6 ‘ 61 =1 IIlOd q

For fs: AiS + Wy ArS1s + W3AsSs + fs - e, = mod g
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O

t, (S, 5)

NN/ /

Ja 12 Jo S VERE J7

t', (ApSos + X155, -

/\

t, (0pSy + 1Sy, - 114, (S, + 1S3, ...)

N

dofo+afy  agfstofs  oahtofs afst af;

lp = Ol + a3



Parameters.

as function of polynomial degree - [

. Verifier - Polylog (folding and veritying the one opening)

. Prover - Quasi - linear (building the tree with 21 — 1 nodes)
- Communication - Polylog (folding communication)
. Public Params - (A, wy, T1), - .., (A, wy, T}), h = log [ - Polylog

. Trusted Setup - YES
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Multi-instance PRI

[S (h-

PR

Given: (A,w, T}), ..., (A, w,, T;) PRISIS instances of arity ¢

SIS)

Compute: x € Z™ : [A,]...|A,] - x = 0 mod g such that | x|, <p

As hard as SIS + NTRU for

£ =2, h=poly(1)




Reduction n-.

R

.+ Consider Z = O(1), h = poly(A).

. Plan:

« Randomise A.

« Randomise w.

- Adapt the trapdoor accordingly.

Slotol

A,w e R, Ty)

!

Apw, 1), ..., (A, wy, Ty)

The same technique applies to other "Multl-instance” assurmptions.



Progress since
More SIS and LWE with Hints.

. SIS with hints zoo (https://malb.io/sis-with-hints.html)
- Some are proved standara

- Many are still open problems

Workshop on funky assumptions is coming to Edinburgh in Spring 2026



Progress since

More Efficient Commitments

. Concrete opening sizes are quite large (for [ = 220)
- [FMN23] - 3.4MB
. [this work] - 36.5 MB

- [C: HSS24] - 893 MB, [C: MNW24 ] - 500KB, [C: NS24] - < 46KB

. All new schemes also feature Transparent Setup.



Other things we can chat about

. Leftover Hash Lemmas over rings.

- Threshold SIS Trapdoors / Signatures.

- Threshold CCA Secure Encryption.
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ding Trees
Basic ). -Protocol

Prover

f(X) = fo(X*) +Xf1(X?)

zi == fi(u®) for i € Zs
9(X) = aofo(X) + a1 f1(X)

Zy = Q0Sb,0 + ®1Sp,1 for b € Z

<h—1
2

20, 21,50, S1

o, 1

ga(zb)b

Verifier

Check: zgp + uz1 =2 z; Check: sg, s1 short
Qp, X1 < {Xi 1 €L}

/
Crs .= (A1+t,’w1+t,T1+t)te[h—1]

/

t =oap- (t — w?Also) + o - (t — wiAlsl)
/ 2 7

U ‘=U ;2 =Qp- 20+ Q1" 21

Check: g(u') = 2’

Check: Open(crs',t’, g, (zb)b) = 1



