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where

Classic Leftover Hash Lemma (LHL)

(A, A ⋅ x mod q) ∼ (A, 𝒰(ℛn
q))

A ← 𝒰(ℛn×m
q ), x ← χ

and            is usually a short distribution over               or      χ ℛm ℛm
q
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where

Gaussian LHL

(X, X ⋅ v) ∼ (X, 𝒟ℛr,σ)

X ← (𝒟ℛr,Sx )m , v ← 𝒟ℛm,Sv
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Notations
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• Number field  of degree . 

• Field discriminant . 

• The ring of integers  .  

• We assume the canonical embedding of  has a basis . 

• We assume  contains  for some .

𝒦 d

Δ𝒦

ℛ = 𝒪𝒦

ℛ | |Bℛ | |∞ ≤ δ𝒦

𝒦 ℚ(ζf) f ≥ 2



where

Gaussian Linear Transform

(X, X ⋅ v) ∼ (X, 𝒟
X ⋅ Sv ⋅ ST

v ⋅ XT
)

X ← (𝒟Sx )m , v ← 𝒟Sv
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for

Discrete Gaussian version

(X, X ⋅ v) ∼ (X, 𝒟
X⋅ℛm, X ⋅ Sv ⋅ ST

v ⋅ XT
)

X ← (𝒟ℛr,Sx )m , v ← 𝒟ℛm,Sv

as long as Sv ≥ ηε(Λ⊥(X))
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for

Discrete Gaussian version

(X, X ⋅ v) ∼ (X, 𝒟
X⋅ℛm, X ⋅ Sv ⋅ ST

v ⋅ XT
)

X ← (𝒟ℛr,Sx )m , v ← 𝒟ℛm,Sv

as long as Sv ≥ ηε(Λ⊥(X))
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we also consider  , and  X ⋅ ℛm = ℛr X ⋅ Sv ⋅ ST
v ⋅ XT ≈ σ ⋅ I



Surjective Gaussian Matrices
Extending  [NP20] to the ring setting



Surjective Gaussian Matrices

• In fields Surjective = Full Rank = Non-Sigular Submatrix  “Easy” to argue via entropy.⟹
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Surjective Gaussian Matrices

• In fields Surjective = Full Rank = Non-Sigular Submatrix  “Easy” to argue via entropy. 

• For  take a submatrix . 

• We reduce mod every prime ideal  and prove non-zero determinant w.h.p.

⟹

X ∈ ℛr×m X0 ∈ ℛr×r

p
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Surjective Gaussian Matrices

• In fields Surjective = Full Rank = Non-Sigular Submatrix  “Easy” to argue via entropy. 

• For  take a submatrix . 

• We reduce mod every prime ideal  and prove non-zero determinant w.h.p. 

• Number of prime ideals in  = infinite. 

• Only consider small prime ideals that could divide .

⟹

X ∈ ℛr×m X0 ∈ ℛr×r

p

𝒪𝒦

det(X0)
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Surjective Gaussian Matrices

• In fields Surjective = Full Rank = Non-Sigular Submatrix  “Easy” to argue via entropy. 

• For  take a submatrix . 

• We reduce mod every prime ideal  and prove non-zero determinant w.h.p. 

• Number of prime ideals in  = infinite. 

• Only consider small prime ideals that could divide . 

• Bound the number for  by  (uses GRH).

⟹

X ∈ ℛr×m X0 ∈ ℛr×r

p

𝒪𝒦

det(X0)

N(p) ≤ B B/log(B)

Sasha Lapiha,  Royal Holloway University of London



The result 

Pr(X ← (𝒟ℛr,Sx
)m is surjective) ≥ 1 − 2−λ

when m ≥ 2r +
λ

log(Nℛ)
, Nℛ - the norm of the smallest ideal
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Short Kernel Basis 
Lifting [AR16] to the ring setting



From the the kernel to the unit vector preimages

Short Kernel Basis

- Find short  such that  

- Then for   we have 

U ∈ ℛm×r X ⋅ U = Ir

Im − U ⋅ X X ⋅ (Im − U ⋅ X) = X − Ir ⋅ X = 0
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From the the kernel to the unit vector preimages

Short Kernel Basis

- Find short  such that  

- Then for   we have  

- Similarly if  

- Then for   (still short) we have 

U ∈ ℛm×r X ⋅ U = Ir

Im − U ⋅ X X ⋅ (Im − U ⋅ X) = X − Ir ⋅ X = 0

X ⋅ U = f ⋅ Ir

f ⋅ Im − U ⋅ X X ⋅ ( f ⋅ Im − U ⋅ X) = X ⋅ f − f ⋅ Ir ⋅ X = 0
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Integer case

Short Kernel Basis

For  with  consider the set   X = [x1, …, xm] | |xi | |∞ ≤ B S =
j

∑
i=1

{0,1} ⋅ xi
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Integer case

Short Kernel Basis

For  with  consider the set   

As  grows the norms in  grow slower than cardinality. 

For :  this is a set of size  but .  

When  (or ) we have a collision or 

X = [x1, …, xm] | |xi | |∞ ≤ B S =
j

∑
i=1

{0,1} ⋅ xi

j S

v ∈ S | |v | |∞ ≤ j ⋅ B (2jB + 1)r |S | = 2j

2j ≥ (2jB + 1)r j ≥ 2r log(Br)
j

∑
i=1

{0, ± 1} ⋅ xi = 0
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Sets with a shift

Short Kernel Basis

Consider the set   

We define random variables: 

-  

-  

Sj =
j

∑
i=1

{0, ± 1} ⋅ xi

Winj : Sj ∩ Sj + e1 ≠ ∅

Gainj : xj+1 ∉ Sj ∧ | |xj+1 | |∞ ≤ σx m = B
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Sets with a shift

Short Kernel Basis

Consider the set   

We define random variables: 

-  

-  

If  for  then  and . 

Sj =
j

∑
i=1

{0, ± 1} ⋅ xi

Winj : Sj ∩ Sj + e1 ≠ ∅

Gainj : xj+1 ∉ Sj ∧ | |xj+1 | |∞ ≤ σx m = B

Gainj = 1 j ∈ [1,2r log(Br)]
2r log(Br)

∑
j=1

{0, ± 1} ⋅ xj = 0 ±xlast = ∑ {0, ± 1} ⋅ xj
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We Gain often enough

Short Kernel Basis

When  so  we have  

And also  

Hence    and  

¬Win Sj ∩ Sj + e1 = ∅ ρσx
(Sj) + ρσx

(Sj + e1) ≤ ρσx
(ℤm)

ρσx
(Sj) ≈δ ρσx

(Sj + e1)

Pr(Sj) ≤
1
2

+ δ Pr(¬Sj) ≥
1
2

− δ
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Issues with integers

Short Kernel Basis

For  with  consider the set   

As  grows the norms in  grow slower than cardinality. 

For :  this is a set of size  but .  

When  (or ) we have a collision or 

X = [x1, …, xm] | |xi | |∞ ≤ B S =
j

∑
i=1

{0,1} ⋅ xi

j S

v ∈ S | |v | |∞ ≤ j ⋅ B (2jB + 1)r |S | = 2j

2j ≥ (2jB + 1)r j ≥ 2r log(Br)
j

∑
i=1

{0, ± 1} ⋅ xi = 0
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We change the set 

Short Kernel Basis

Consider the set      and    .  

Now  with norm  

A = Bℛ ⋅ {0,1}d Sj = {
j

∑
i=1

ai ⋅ xi ∣ ai ∈ A}

|Sj | = 2dj v ∈ Sj : | |v | |∞ ≤ jB ⋅ d ⋅ δ𝒦
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We change the set 

Short Kernel Basis

Consider the set      and    .  

Now  with norm  

Pigeonhole gives  so  

** we actually take 

A = Bℛ ⋅ {0,1}d Sj = {
j

∑
i=1

ai ⋅ xi ∣ ai ∈ A}

|Sj | = 2dj v ∈ Sj : | |v | |∞ ≤ jB ⋅ d ⋅ δ𝒦

dr ⋅ log(2jB ⋅ dδ𝒦 + 1) ≤ dj ⋅ log(2) m ≈ r log(rB ⋅ dδ𝒦)

A = Bℛ ⋅ {0, ± 1}d
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The proof doesn’t work

Short Kernel Basis

Now for    

We define random variables: 

-  

-  

If  for   then  and . 

Sj =
j

∑
i=1

A ⋅ xi

Winj : Sj ∩ Sj + e1 ≠ ∅

Gainj : xj+1 ∉ Si ∧ | |xj+1 | |∞ ≤ σx m = B

Gainj = 1 j ∈ [1, ≈ r log(Br ⋅ dδ𝒦)]
≈r log(Brdδ𝒦)

∑
j=1

aj ⋅ xj = 0 alast ⋅ xlast = ∑ aj ⋅ xj
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Change further

Short Kernel Basis

Consider two sets   and    

We define random variables: 

-  

-  implies  

If  for   then  and . 

Sj =
j

∑
i=1

A ⋅ xi
̂Sj = {s/a ∣ s ∈ Sj, a ∈ A∖{0}}

Winj : ̂Sj ∩ ̂Sj + e1 ≠ ∅

Gainj : xj+1 ∉ ̂Sj ∧ | |xj+1 | |∞ ≤ σx m = B xj+1 ∉ Sj ⊂ ̂Sj

Gainj = 1 j ∈ [1, ≈ r log(Br ⋅ dδ𝒦)]
≈r log(Brdδ𝒦)

∑
j=1

aj ⋅ xj = 0 alast ⋅ xlast = ∑ aj ⋅ xj
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One more improvement

Short Kernel Basis

Consider two sets   and    

We define random variables: 

-  now   

-  implies  

If  for   then  and . 

Sj =
j

∑
i=1

A ⋅ xi
̂Sj = {s/a ∣ s ∈ Sj, a ∈ A∖{0}}

Winj : ̂Sj + ζx ⋅ e1 ∩ ̂Sj + ζy ⋅ e1 ≠ ∅ Pr(¬ ̂Sj) ≥ 1/f − δ

Gainj : xj+1 ∉ ̂Sj ∧ | |xj+1 | |∞ ≤ σx m = B xj+1 ∉ Sj ⊂ ̂Sj

Gainj = 1 j ∈ [1, ≈ r log(Br ⋅ dδ𝒦)]
≈r log(Brdδ𝒦)

∑
j=1

aj ⋅ xj = 0 alast ⋅ xlast = ∑ aj ⋅ xj
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Win condition

Short Kernel Basis

   implies  

 

̂Sj + ζx ⋅ e1 ∩ ̂Sj + ζy ⋅ e1 ≠ ∅

s1/a1 − s2/a2 = (ζy − ζx) ⋅ e1 = ζy ⋅ (1 − ζx−y) ⋅ e1
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Win condition

Short Kernel Basis

   implies  

 

 

where  is short 

However for every  the value  may be different.

̂Sj + ζx ⋅ e1 ∩ ̂Sj + ζy ⋅ e1 ≠ ∅

s1/a1 − s2/a2 = (ζy − ζx) ⋅ e1 = ζy ⋅ (1 − ζx−y) ⋅ e1

u ⋅ (s1 ⋅ a2 − s2 ⋅ a1) = a1a2 ⋅ f ⋅ e1

u = ζf−y ⋅
f

1 − ζx−y
∈ ℛ

ei a1a2

Sasha Lapiha,  Royal Holloway University of London



We run it twice

Short Kernel Basis

Define  

We prove there exists  for . 

We get  using small Bezout identity  

We finally get 

B = {b s.t.  | |b | |∞ ≤ R,  coprime with a1a2}

|B | ≥ 2d R = O(Δ1/d
𝒦 ⋅ d2.5 ⋅ δ3

𝒦)

u′￼⋅ (s′￼1 ⋅ b2 − s′￼2 ⋅ b1) = b1b2 ⋅ f ⋅ e1 α ⋅ a1a2 + β ⋅ b1b2 = 1

α ⋅ u ⋅ (s1 ⋅ a2 − s2 ⋅ a1) + β ⋅ u′￼⋅ (s′￼1 ⋅ b2 − s′￼2 ⋅ b1) = f ⋅ e1
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The result and open problems

Short Kernel Basis

Sasha Lapiha,  Royal Holloway University of London

Pr (ηε(Λ⊥(X)) ≥ O(m3/2 ⋅ d12 ⋅ f2 ⋅ δ14
𝒦 ⋅ Δ4/d

𝒦 ⋅ smin(Sx))) ≥ 1 − 2−λ

when m ≥ r log(d ⋅ r ⋅ smax(Sx))1+o(1) +
λ

log f
.



The result and open problems

Short Kernel Basis

- Find a different set A that contains: 

- Short unit elements, with short inverses. 

- Find a set A where all elements have many coprime short values.
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Pr (ηε(Λ⊥(X)) ≤ O(m3/2 ⋅ d12 ⋅ f2 ⋅ δ14
𝒦 ⋅ Δ4/d

𝒦 ⋅ smin(Sx))) ≥ 1 − 2−λ

when m ≥ r log(d ⋅ r ⋅ smax(Sx))1+o(1) +
λ

log f
.



Spherical covariance



First approach

Spherical covariance

Set  as pseudo-inverse of  scaled by .   Then   

And      

Sv X σ X ⋅ Sv ⋅ ST
v ⋅ XT = σ ⋅ I

σ
smax(X)

≤ smin(Sv) ≤ smax(Sv) ≤
σ

smin(X)
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Second approach

Spherical covariance

• [AGHS13] conjectured that singular values of  are close for a large enough  

• We refine their bound and apply it to rings 

X ⋅ XT m

Sasha Lapiha,  Royal Holloway University of London



Rotating a Real Gaussian Matrix [Sil85]

Spherical covariance
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Assume   then there exist orthogonal  s.t.Z ← (𝒟σ=1)r×m Oi

where   are Chi random variables of corresponding dimension.Xm, Yr−1



Gershgorin circle theorem

Spherical covariance
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Then [Sil85] applies the Gershgorin circle theorem and Chi tail bounds



Gershgorin circle theorem

Spherical covariance
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Then [Sil85] applies the Gershgorin circle theorem and Chi tail bounds



Moving to Discreet Gaussians

Spherical covariance

• We add continuos noise to embedding of  such that  is close to continuos 

• Apply [Sil85] result  

• We prove RD between this distribution and spherical Gaussian is a constant

X Z = X + Y
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Pr (1 −
1
rd

≤ λmin/m ≤ λmax/m ≤ 1 +
1
rd ) ≥ 1 − 4r ⋅ exp(−λ)  for  m ≥ 49 max(r, λ) ⋅ (rd)2



Gaussian matrix with a trapdoor from [LPSS14].

Application to k-SIS
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Thank you! 
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