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Origins of Leftover Hash Lemma (LHL)

randomness extraction [HILL99]

Forx « y € {0,1}" with high entropy
Hash is H  4(x) ~ 2% ({0,1}") for some n < m

The hash function is public, but chosen at random using seed
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Lattice case

The hash is a matrix multiplication

(A, A -xmod g) ~ (A, %(R))

where

A< UR™), X<y

and )( Is usually a short distribution over @m or %Z’Q
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Field case - / .

Common strategy - A defines a universal hash function.

Forx"# X:Pry(A-x=A-X)=Pry(A-x—x)=0)=1/g"
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Field case - / .

Common strategy - A defines a universal hash function.

Forx"# X:Pry(A-x=A-X)=Pry(A-x—x)=0)=1/g"

- u()
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Field case - Z g

Common strategy - A defines a universal hash function.

ForxX"#X:Pr(A-x=A-X)=Pr(A-(x—-x)=0)=1/g"
1

Then SD((A, A - x mod ¢g), (A, %(%’;))) < —4/q" - Coll(y)

2
where Coll(y) = Pr(x =x"| X, X' < y)
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Field case - / g

Common strategy - A defines a universal hash function.

ForxX"#X:Pr(A-x=A-X)=Pr(A-(x—-x)=0)=1/g"

Then SD((A, A - x mod g), (A, (X)) < % g" - Coll(y)

where Coll(y) = Pr(x =x"| X, X' < y)

note Coll(y) < 2~ He)
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Notations

Cyclotomic rings £ ~ Z|X]/P(X) with deg(P(X)) = d
Quotientring forg > 1: %, = % mod g ~ HZC][X]/CDZ-(X) s.t.

[TD(X) = D(X) mod g. Denote deg(D.(X)) =0, f =d/o
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Ring case &% ~ 11(Z [X]/® (X))

« For most parameterisations £ q Is not a field (e.g. never for power-of-2
cyclotomics)

e X — X’ may have non-unit coordinates
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Ring case &% ~ 11(Z [X]/® (X))

« For most parameterisations £ q Is not a field (e.g. never for power-of-2
cyclotomics)

e X — X’ may have non-unit coordinates

« Hence, a A is not a universal hash function

Instead:

» take into account ring structure

» properties of X modulo ideals of &%
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Our Contributions

* Modular proof structure (Counting and Smoothing)
* Systematise and generalise existing literature

 Compute concrete entropy properties

Sasha Lapiha, Silence Laboratories @ Eurocrypt 2026 7/20



Our Contributions

* Modular proof structure (Counting and Smoothing)
* Systematise and generalise existing literature
 Compute concrete entropy properties

o Statistical distance and Rényi divergence

» (Coefficient and canonical embeddings

Sasha Lapiha, Silence Laboratories @ Eurocrypt 2026 7 /20



Our Contributions

* Modular proof structure (Counting and Smoothing)
* Systematise and generalise existing literature
 Compute concrete entropy properties

o Statistical distance and Rényi divergence

» (Coefficient and canonical embeddings

. LHL with leakage (A, A - x mod g, f(X)) ~ (A, % (9?’;), (X)) :

Jox) = (E, E -x), f;(x) = (K, E - x +y)
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Counting Approach

Sasha Lapiha, Silence Laboratories @ Eurocrypt 2026



Counting approach
Summarising [Mic07], [MM11], [KY16], [LW20], etc.

SD((A, A - x mod g), (A, %(R1))) < %, /2, N(.F) - Coll(y mod .7) — 1

where Coll(y mod ) = Pr(x =x"mod ¥ | X, X' « y)

and I - set of ideals in 9?6]

Sasha Lapiha, Silence Laboratories @ Eurocrypt 2026 9 /20



Counting approach

o Because if (Xg — X, ..., Xy_1 —X;_1) = F 4 = < then

X

c A-X—X)~UIYandPr(A-(x—x)=0)=1/|7|"
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Counting approach

o Because if (Xg — X, ..., Xy_1 —X;_1) = F 4 = < then

X

c A-X—X)~UIYandPr(A-(x—x)=0)=1/|7|"

PH(.F, o= F) < Coll(y mod .%)
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Counting approach

o Because if (Xg — X, ..., Xy_1 —X;_1) = F 4 = < then

X

e A-(x—x) ~ %I and Pr(A - (x —x) = 0) = 1/| 7"
PH(.F, o= F) < Coll(y mod .%)

Note: for the counting approach A has to be uniformly random
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With leakage

[JLWG25]
Coll (¢ | fi2)) = Eye gy Pr (x = X' | fix) = fix) = y)

1 _—
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Corollaries

1
SD < 5\/2 o N(F)" - Coll(y mod ) — 1
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Corollaries

1
SD < 5\/2 o N(F)" - Coll(y mod ) — 1
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X — U({—-n,...,n}"%

" 5 !
1 q
SD < — +1 ) =1
2\ 2n + 1)m
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Corollaries

1
SD < 5\/2 o N(F)" - Coll(y mod ) — 1

1 n
SD < 5\/\%\ . Coll(y)
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short distributions in low-
splitting rings
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Corollaries

1
SD < —\/z o N(F)" - Coll(y mod ) — 1 R VUERY
2 <<q > +1) ~1

|
SD < —\/ | %q\” - Coll(y) short distributions in low-
2 splitting rings

|
SD < 5\/ | @q\” . B™ . (1 + 2fg~") well-spreadness, B > l/qr‘S

Sasha Lapiha, Silence Laboratories @ Eurocrypt 2026 12/20



Distributions we cover

 Bounded uniform
* Discrete Gaussian
* Centred Binomial
* Biased ternary

* Jernary with bounded Hamming weight
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Distributions we cover

e Bounded uniform
 Discrete Gaussian

e Centred Binomial

* Biased ternary ] via well-spreadness
* Jernary with bounded Hamming weight J
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Distributions we cover

e Bounded uniform

e Discrete Gaussian

via well-spreadness

« Centred Binomial ]
 Biased ternary J

* Jernary with bounded Hamming weight

Open question: tailored leakage analysis
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Smoothing Approach
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Smoothing approach
[SS11],[LPR13],|[RSW18], etc.

If 6 > ng(Aé(A)) and IMm(A) = 9?’; with probability > 1 — o for random A

+ 0

Then SD((A, A - D gn , mod q), (A, U(K,))) <

]l —¢
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Smoothing approach

If 6 > ng(Aé(A)) and IMm(A) = 9?’; with probability > 1 — o for random A

+ 0

Then SD((A, A - D gn , mod q), (A, U(K,))) <

]l —¢

Note: can consider distributions A « %(@?)nxm, A=[I] GZ/(Q?ZX('”_"))]
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Approximate leakage via HiInt-MLWE

SD((A,A -xmod ¢.E - x +y), (A, %(%),E - x +y)) < ?
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Approximate leakage via HiInt-MLWE
[KLSS23]

Dl _ {(X,Z)‘X o @Zm,ﬁx’y <« @Zm,dy,Z=E-X+Y}

D2= {(/X\,Z) ‘ X — @Zm,ﬁx’y <« QZm,Gygz=E°X+y}

—1
R 1 1 T |
andx<—@zm,\/§,c, r— ;I‘F;EE . C=Z°§EZ
X y y

Sasha Lapiha, Silence Laboratories @ Eurocrypt 2026 17/20



Exact leakage via lattice analysis
[SSEKYZ24]

SD((A,A -xmod ¢,E - x), (A, %(%)),E - x)) < ?
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Exact leakage via lattice analysis

SD((A,A -xmod ¢,E - x), (A, %(%)),E - x)) < ?
Analyse ng(Aé(A) N A~(E)) and probability of A - A~(E) = 9?’;]’

(E)<B, E=[I|E]

We give a result for S max
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Open questions

* Link between counting and smoothing
* Tailored leakage for non-Gaussian distributions
 Extending matrix and vector distributions

* Improving the study of distributions modulo ideals
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Summary
“Leftover Hash Lemma(s) Over Cyclotomic Rings” | ia.cr/2025/1080

* (General theorems for Counting and Smoothing
* Corollaries for different algebraic settings
* Concrete instantiations for selection of distributions

* Two leakage families (for Gaussian vectors)
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Summary
“Leftover Hash Lemma(s) Over Cyclotomic Rings” | ia.cr/2025/1080

* (General theorems for Counting and Smoothing
* Corollaries for different algebraic settings
* Concrete instantiations for selection of distributions

* Two leakage families (for Gaussian vectors)

Thank you!
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Well-spreadness
[AABKT24]

CRT decomposition %q = % mod g ~ HZq[X]/CDi(X)
Let B > 0 and distribution y over &% such that

max @modd(X)=y|x«y <B
ie[l.fl.yeZ,
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Well-spreadness

CRT decomposition %q = % mod g ~ HZq[X]/CDi(X)
Let B > 0 and distribution y over &% such that

max @modd(X)=y|x«y <B
ie[l.fl.yeZ,

Then Coll(¥™ mod .%) < Coll(y™ mod ® (X)) < B™
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