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For  with high entropy


Hash is  for some  


The hash function is public, but chosen at random using 

x ← χ ∈ {0,1}m

H𝗌𝖾𝖾𝖽(x) ∼ 𝒰({0,1}n) n ≤ m

𝗌𝖾𝖾𝖽

Origins of Leftover Hash Lemma (LHL)
randomness extraction [HILL99]
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Lattice case

3

where

(A, A ⋅ x mod q) ∼ (A, 𝒰(ℛn
q))

A ← 𝒰(ℛn×m
q ), x ← χ

and            is usually a short distribution over               or      ℛm ℛm
q

χ

The hash is a matrix multiplication 
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Field case - ℤq

Common strategy -  defines a universal hash function.


For  : 


A

x′￼ ≠ x 𝖯𝗋A(A ⋅ x = A ⋅ x′￼) = 𝖯𝗋A(A ⋅ (x − x′￼) = 0) = 1/qn
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x + u = 0
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Common strategy -  defines a universal hash function.


For  : 


Then 


where 


A

x′￼ ≠ x Pr(A ⋅ x = A ⋅ x′￼) = Pr(A ⋅ (x − x′￼) = 0) = 1/qn

𝖲𝖣((A, A ⋅ x mod q), (A, 𝒰(ℛn
q))) ≤

1
2

qn ⋅ 𝖢𝗈𝗅𝗅(χ)

𝖢𝗈𝗅𝗅(χ) = Pr(x = x′￼ ∣ x, x′￼ ← χ)
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Common strategy -  defines a universal hash function.


For  : 


Then 


where 


note 

A

x′￼ ≠ x Pr(A ⋅ x = A ⋅ x′￼) = Pr(A ⋅ (x − x′￼) = 0) = 1/qn

𝖲𝖣((A, A ⋅ x mod q), (A, 𝒰(ℛn
q))) ≤

1
2

qn ⋅ 𝖢𝗈𝗅𝗅(χ)

𝖢𝗈𝗅𝗅(χ) = Pr(x = x′￼ ∣ x, x′￼ ← χ)

𝖢𝗈𝗅𝗅(χ) ≤ 2−H∞(χ)
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Notations

Cyclotomic rings  with 


Quotient ring for  :  s.t.


. Denote 


ℛ ∼ ℤ[X]/Φ(X) 𝖽𝖾𝗀(Φ(X)) = d

q ≥ 1 ℛq = ℛ mod q ∼ ∏ℤq[X]/Φi(X)

Π Φi(X) = Φ(X) mod q 𝖽𝖾𝗀(Φi(X)) = δ, f = d/δ
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Ring case ℛq ∼ Π(ℤq[X]/Φi(X))

• For most parameterisations  is not a field (e.g. never for power-of-2 
cyclotomics)


•  may have non-unit coordinates


ℛq

x − x′￼

6Sasha Lapiha, Silence Laboratories @ Eurocrypt 2026
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Ring case ℛq ∼ Π(ℤq[X]/Φi(X))

• For most parameterisations  is not a field (e.g. never for power-of-2 
cyclotomics)


•  may have non-unit coordinates


• Hence, a  is not a universal hash function


ℛq

x − x′￼

A
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Ring case ℛq ∼ Π(ℤq[X]/Φi(X))

• For most parameterisations  is not a field (e.g. never for power-of-2 
cyclotomics)


•  may have non-unit coordinates


• Hence, a  is not a universal hash function


Instead: 


• take into account ring structure


• properties of  modulo ideals of 

ℛq

x − x′￼

A

x ℛq
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Our Contributions
• Modular proof structure (Counting and Smoothing)


• Systematise and generalise existing literature


• Compute concrete entropy properties
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Our Contributions
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Our Contributions
• Modular proof structure (Counting and Smoothing)


• Systematise and generalise existing literature


• Compute concrete entropy properties


• Statistical distance and Rényi divergence


• Coefficient and canonical embeddings


• LHL with leakage  :


, 

(A, A ⋅ x mod q, f(x)) ∼ (A, 𝒰(ℛn
q), f(x))

f0(x) = (E, E ⋅ x) f1(x) = (E, E ⋅ x + y)
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Counting Approach
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Counting approach




where 


and  - set of ideals in 

𝖲𝖣((A, A ⋅ x mod q), (A, 𝒰(ℛn
q))) ≤

1
2

Σℐ∈IN(ℐ) ⋅ 𝖢𝗈𝗅𝗅(χ mod ℐ) − 1

𝖢𝗈𝗅𝗅(χ mod ℐ) = Pr(x = x′￼ mod ℐ ∣ x, x′￼ ← χ)

I ℛq

9Sasha Lapiha, Silence Laboratories @ Eurocrypt 2026

Summarising [Mic07], [MM11], [KY16], [LW20], etc.
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Counting approach

• Because if  then 


•  and 

⟨x0 − x′￼0, …, xd−1 − x′￼d−1⟩ = ℐx,x′￼
= ℐ

A ⋅ (x − x′￼) ∼ 𝒰(ℐn) Pr(A ⋅ (x − x′￼) = 0) = 1/ |ℐ |n
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Counting approach

• Because if  then 


•  and 





⟨x0 − x′￼0, …, xd−1 − x′￼d−1⟩ = ℐx,x′￼
= ℐ

A ⋅ (x − x′￼) ∼ 𝒰(ℐn) Pr(A ⋅ (x − x′￼) = 0) = 1/ |ℐ |n

Pr(ℐx,x′￼
= ℐ) ≤ 𝖢𝗈𝗅𝗅(χ mod ℐ)
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Counting approach

• Because if  then 


•  and 





Note: for the counting approach  has to be uniformly random 

⟨x0 − x′￼0, …, xd−1 − x′￼d−1⟩ = ℐx,x′￼
= ℐ

A ⋅ (x − x′￼) ∼ 𝒰(ℐn) Pr(A ⋅ (x − x′￼) = 0) = 1/ |ℐ |n

Pr(ℐx,x′￼
= ℐ) ≤ 𝖢𝗈𝗅𝗅(χ mod ℐ)

A
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With leakage







𝖢̃𝗈𝗅𝗅 (χ ∣ f(χ)) = 𝔼y←f(χ) Pr
x,x′￼

(x = x′￼ ∣ f(x) = f(x′￼) = y)

𝖲𝖣((A, A ⋅ x mod q, f(x)), (A, 𝒰(ℛn
q), f(x))) ≤

1
2

Σℐ∈IN(ℐ) ⋅ 𝖢̃𝗈𝗅𝗅 (χ mod ℐ ∣ f(χ)) − 1

11Sasha Lapiha, Silence Laboratories @ Eurocrypt 2026
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Corollaries

12

𝖲𝖣 ≤
1
2

Σℐ∈IN(ℐ)n ⋅ 𝖢𝗈𝗅𝗅(χ mod ℐ) − 1
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Corollaries

12

𝖲𝖣 ≤
1
2

Σℐ∈IN(ℐ)n ⋅ 𝖢𝗈𝗅𝗅(χ mod ℐ) − 1
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𝖲𝖣 ≤
1
2 (( qn

(2η + 1)m )
δ

+ 1)
f

− 1

x ← 𝒰({−η, …, η}md)

𝖲𝖣 ≤
1

2 (( qn

σm )
δ

+ 1)
f

− 1

x ← 𝒟ℛm,σ
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Corollaries

12

𝖲𝖣 ≤
1
2

Σℐ∈IN(ℐ)n ⋅ 𝖢𝗈𝗅𝗅(χ mod ℐ) − 1

𝖲𝖣 ≤
1
2 (( qn

(2η + 1)m )
δ

+ 1)
f

− 1

𝖲𝖣 ≤
1

2 (( qn

σm )
δ

+ 1)
f

− 1

𝖲𝖣 ≤
1
2

|ℛq |n ⋅ 𝖢𝗈𝗅𝗅(χ) short distributions in low-
splitting rings 
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Corollaries

12

𝖲𝖣 ≤
1
2

Σℐ∈IN(ℐ)n ⋅ 𝖢𝗈𝗅𝗅(χ mod ℐ) − 1

𝖲𝖣 ≤
1
2 (( qn

(2η + 1)m )
δ

+ 1)
f

− 1

𝖲𝖣 ≤
1

2 (( qn

σm )
δ

+ 1)
f

− 1

𝖲𝖣 ≤
1
2

|ℛq |n ⋅ 𝖢𝗈𝗅𝗅(χ)

𝖲𝖣 ≤
1
2

|ℛq |n ⋅ Bm ⋅ (1 + 2fq−δn) well-spreadness,  B ≥ 1/qδ

Sasha Lapiha, Silence Laboratories @ Eurocrypt 2026

short distributions in low-
splitting rings 
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Distributions we cover

• Bounded uniform


• Discrete Gaussian


• Centred Binomial


• Biased ternary


• Ternary with bounded Hamming weight
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via well-spreadness
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Distributions we cover

• Bounded uniform


• Discrete Gaussian


• Centred Binomial


• Biased ternary


• Ternary with bounded Hamming weight


Open question: tailored leakage analysis

13

via well-spreadness
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Smoothing Approach
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Smoothing approach

If  and  with probability  for random 


Then 


σ > ηε(Λ⊥
q (A)) 𝗂𝗆(A) = ℛn

q ≥ 1 − δ A

𝖲𝖣((A, A ⋅ 𝒟ℛm,σ mod q), (A, 𝒰(ℛn
q))) ≤

ε
1 − ε

+ δ

15Sasha Lapiha, Silence Laboratories @ Eurocrypt 2026

[SS11],[LPR13],[RSW18], etc.
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Smoothing approach

If  and  with probability  for random 


Then 


Note: can consider distributions , 

σ > ηε(Λ⊥
q (A)) 𝗂𝗆(A) = ℛn

q ≥ 1 − δ A

𝖲𝖣((A, A ⋅ 𝒟ℛm,σ mod q), (A, 𝒰(ℛn
q))) ≤

ε
1 − ε

+ δ

A ← 𝒰(ℛ×
q)n×m A = [I ∣ 𝒰(ℛn×(m−n)

q )]

15Sasha Lapiha, Silence Laboratories @ Eurocrypt 2026
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Approximate leakage via Hint-MLWE

𝖲𝖣((A, A ⋅ x mod q, E ⋅ x + y), (A, 𝒰(ℛn
q), E ⋅ x + y)) ≤ ?

16Sasha Lapiha, Silence Laboratories @ Eurocrypt 2026
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Approximate leakage via Hint-MLWE







and   

D1 = {(x, z) |x ← 𝒟ℤm,σx
, y ← 𝒟ℤm,σy

, z = E ⋅ x + y}
D2 = {( ̂x , z) ∣ x ← 𝒟ℤm,σx

, y ← 𝒟ℤm,σy
, z = E ⋅ x + y}

̂x ← 𝒟ℤm, Σ,c, Σ = ( 1
σ2

x
I +

1
σ2

y
⋅ ETE)

−1

, c = Σ ⋅
1
σ2

y
ETz

17Sasha Lapiha, Silence Laboratories @ Eurocrypt 2026

[KLSS23]
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Exact leakage via lattice analysis


𝖲𝖣((A, A ⋅ x mod q, E ⋅ x), (A, 𝒰(ℛn
q), E ⋅ x)) ≤ ?

18Sasha Lapiha, Silence Laboratories @ Eurocrypt 2026
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Exact leakage via lattice analysis




Analyse  and probability of 


We give a result for  

𝖲𝖣((A, A ⋅ x mod q, E ⋅ x), (A, 𝒰(ℛn
q), E ⋅ x)) ≤ ?

ηε(Λ⊥
q (A) ∩ Λ⊥(E)) A ⋅ Λ⊥(E) = ℛn

q

smax(E) < B, E = [I ∣ Ē]

18Sasha Lapiha, Silence Laboratories @ Eurocrypt 2026
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Open questions

• Link between counting and smoothing


• Tailored leakage for non-Gaussian distributions


• Extending matrix and vector distributions


• Improving the study of distributions modulo ideals

19Sasha Lapiha, Silence Laboratories @ Eurocrypt 2026
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Summary
“Leftover Hash Lemma(s) Over Cyclotomic Rings” | ia.cr/2025/1080

• General theorems for Counting and Smoothing


• Corollaries for different algebraic settings


• Concrete instantiations for selection of distributions


• Two leakage families (for Gaussian vectors)

Sasha Lapiha, Silence Laboratories @ Eurocrypt 2026 20
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Summary
“Leftover Hash Lemma(s) Over Cyclotomic Rings” | ia.cr/2025/1080

• General theorems for Counting and Smoothing


• Corollaries for different algebraic settings


• Concrete instantiations for selection of distributions


• Two leakage families (for Gaussian vectors)

20
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CRT decomposition  


Let  and distribution  over  such that 





ℛq = ℛ mod q ∼ ∏Zq[X]/Φi(X)

B > 0 χ ℛq

max
i∈[1,f ],y∈ℛq

(x mod Φi(X) = y ∣ x ← χ) ≤ B

Well-spreadness
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CRT decomposition  


Let  and distribution  over  such that 





Then 

ℛq = ℛ mod q ∼ ∏Zq[X]/Φi(X)

B > 0 χ ℛq

max
i∈[1,f ],y∈ℛq

(x mod Φi(X) = y ∣ x ← χ) ≤ B

𝖢𝗈𝗅𝗅(χm mod ℐ) ≤ 𝖢𝗈𝗅𝗅(χm mod Φi(X)) ≤ Bm

Well-spreadness
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