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Abstract. At Asiacrypt’25, Lapiha and Prest proposed a lattice-based
IND-CCA threshold key-encapsulation mechanism (TKEM) obtained from
a threshold identity-based encryption (TIBE) and a signature scheme.
Their construction relies on a variant of the Boneh-Canetti-Halevi-Katz
(BCHK) transform, instantiated with a lattice-based TIBE. However it
suffers from large ciphertexts at 540 KiB for k = 128 bits of security.
We present substantial improvements to their TIBE, resulting in the first
concretely efficient lattice-based IND-CCA TKEM, with ciphertexts just
under 30 KiB for a threshold T' = 32, Q = 2*% queries, and the same k.
Our design simplifies the original framework by leveraging the power of
random oracles already present in their construction. We further enhance
efficiency by adopting approximate computations where appropriate and
by replacing module-NTRU trapdoors with NTRU trapdoors, achieving
a remarkable eighteenfold reduction in ciphertext size. Finally, leveraging
recent developments in secret sharing, we ensure the verifiability of key-
extraction shares even in the presence of malicious parties.

1 Introduction

Lattices have emerged as the main mathematical family when it comes to build-
ing post-quantum cryptographic schemes. In particular, they allow to build effi-
cient key encapsulation mechanisms (KEMs) and public key encryption schemes
(PKEs). In 2022, NIST selected a lattice scheme, Kyber [42], as its main standard
ML-KEM ([38] for a post-quantum KEM.

While IND-CPA security (indistinguishability under chosen-plaintext attacks)
constitutes a minimal security baseline for KEMs and PKEs, the standard notion
is the stronger IND-CCA security (indistinguishability under chosen-ciphertext
attacks). Many “natural” PKE constructions achieve IND-CPA security out of
the box, but not IND-CCA security. To resolve this issue, generic compilers have
emerged which take as input an IND-CPA scheme, and output an IND-CCA
one. The most popular CPA-to-CCA compiler is the Fujisaki-Okamoto transform
[23,24], a very efficient transform that only relies on symmetric building blocks,
and is used in ML-KEM and the upcoming NIST standard HQC.
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Threshold cryptosystems. Threshold cryptography is a subfield of cryptog-
raphy in which cryptographic material is split across several parties, who then
perform sensitive operations in a distributed manner. In a threshold KEM, the
decapsulation key is distributed across N parties, of which at least T'< N are
needed to decapsulate valid ciphertexts. This increases the robustness of the
system as well as its resilience to individual users’ compromise.

Threshold cryptosystems have many applications. E-voting protocols use them
to guarantee tally confidentiality until the close of voting, see for example Cramer
et al. [16], or the lattice-based protocol of Aranha et al. [4]. In the blockchain
setting, Choudhuri et al. [14] propose them as a way to enhance the privacy of
mempools. NIST has released a call for threshold cryptosystems [11], and we
expect it will foster more applications.

Building lattice-based threshold KEMs or PKEs has shown to be challenging.
While there exist efficient IND-CPA lattice constructions [10,37], achieving IND-
CCA security in an efficient manner seems difficult. Indeed, thresholdising the
Fujisaki-Okamoto transform requires expensive generic multi-party computation
(MPC). Alternative IND-CCA lattice-based threshold constructions have been
proposed, usually using heavy machinery such as non-interactive zero-knowledge
arguments (NIZKs) [20], threshold fully homomorphic encryption [8] or MPC
[32,15]; thus their efficiency is unclear.

A promising CPA-to-CCA compiler is the Boneh-Canetti-Halevi-Katz trans-
form [12,7], or BCHK transform. Boneh, Boyen and Halevi [6] have shown that
it enables IND-CCA TPKEs under suitable conditions. To our knowledge, the
only BCHK-based lattice threshold construction is due to Lapiha and Prest [33],
using a variant of the BCHK transform which they call the BCHK+ transform.
However, their ciphertext sizes are prohibitive at 540 KiB.

Our contributions. Our main contribution is an IND-CCA lattice TKEM
which significantly outperforms the Lapiha-Prest construction [33].

The BCHK+ transform requires a threshold identity-based encryption scheme
(TIBE) with suitable properties. For a threshold T" and a number @ of decryption
queries, the TIBE ciphertexts of [33] contain 10 ring elements, for a ring R, =
Zy[z]/(z¢ + 1) with ¢ scaling roughly in ©(d® /QT). We design a TIBE that
is much simpler and more efficient than the one in [33], requiring only 4 ring
elements with ¢ scaling roughly in ©(d%/? \/QT). As a result, for a similar T = 32
and @Q = 2*°, our encapsulation key (resp. ciphertexts) is around 6.6 KiB (resp.
30 KiB), which is about 7 times (resp. 18 times) shorter than in [33].

Our second contribution is a TIBE construction which provides robustness
for almost identical parameters, although it supports a smaller number of decap-
sulation queries Q = 22°. This feature is underpinned by our use of Vandermonde
secret sharing [9], a type of secret sharing that guarantees short shares, as opposed
to Shamir secret sharing used by [33]. Using Vandermonde secret sharing allows
identifying misbehaving parties via very simple procedures (checking a linear
identity and a norm bound). Once again, this construction avoids the use of
heavy machinery.



1.1 Technical Overview

The BCHK transform takes as input a signature scheme and a threshold identity-
based encryption (TIBE) with suitable properties, and outputs an IND-CCA
TKEM. The BCHK+ variant by [33] also adds decapsulation consistency, a
property that would otherwise be difficult to obtain in a lattice setting. In [33],
the TIBE ciphertexts are 540 KiB and therefore account for an overwhelming
portion of the TKEM ciphertext size.

ABB- and CHKP-style constructions. We first provide a reminder on the
ABB [1] and CHKP [13] (H)IBEs, which underpin the TIBE of [33] and ours.
In all four works, the master public key is a pseudorandom matrix A and a
uniform vector ¢. A trapdoor for A allows, for any identity id, to compute a short
preimage z such that Fiq -z =~ t, where Fq is a matrix related to A which embeds
id. Encryption computes a ciphertext:

[u” v] =7 [Fig t] + [eT €] + [0 Encode(msg)] . (1)
Finally, decryption computes v — u? - z a Encode(msg). [1,13] sample z using
Gaussian sampling, while [33] and we sample z using noise flooding. This has a

big impact on parameters, but is orthogonal to our improvements over [33], so
we won’t go into more details here.

The [33] TIBE. In [1], we have Fig = [Ag | A; 4 E(id) - B], where A is a
(trapdoored) pseudorandom matrix, and A; is uniformly random and B is a
gadget matrix. In [33], Fig = [Ag | A1 + E(id) - B | A;] is expanded to the
right with an additional matrix Ao, and each matrix A; is in RéX?’ . Ay embeds
a trapdoor & la Eagle/Plover [43,22] (essentially, a RLWE sample), used in the
preimage sampling procedure. As is used to embed a module-NTRU trapdoor
in the security proof, which allows to simulate the preimages. Therefore the
ciphertext in Eq. (1) has 3-3 + 1 = 10 ring elements.

A more efficient TIBE. In our paper, we take as a starting point a much
more efficient TIBE construction, the “ROHIBE” from [13, Section 5.3], then we
heavily optimise it.

1. Simpler embedding. The main difference of the ROHIBE construction com-
pared to the ABB IBE is that identities are embedded via Fig = [Aq | H(id)],
where the matrix Ag still embeds a Plover trapdoor and H is modelled as
a random oracle. In [1], the identity is embedded as a “tag” of the gadget
matrix. The difference of any two tags has to be invertible for preimage
sampling to work, hence it requires picking a low-splitting ring that has
exponentially many unit elements. As H(id) only requires one ring element,
we save two ring elements compared to the embedding A; 4+ E(id) from [33],
and do not need any splitting property from the underlying ring.



. Fewer matriz blocks. Our second major design optimisation compared to
[33] is that we do not have a matrix Ay. The simpler embedding implies
that H(id) can fulfil the role of Az and A; + E(id) - B at the same time. In
the previous construction the matrices Fig and Fiy for id # id" were related
by an additive shift so constructing a trapdoor that works for every shift
was more complex and incompatible with Hint-LWE leakage. In the current
construction each id has its independent matrix extension and its own NTRU
trapdoor embedded in H(id). This trapdoor can be used both for Hint-LWE
and for the IBE security.

. Smaller modulus. Our simpler design also allows reducing the modulus. Our
parameter selection process (Section 7) allows taking ¢ = O(d*/? QT log ),
where ¢ is an upper bound on the probability that decryption fails. Carrying
out a similar analysis for the [33] TIBE would result in a much larger
q = O(d®+/QT). Thus, our construction allows a smaller ¢, which in turn
allows decreasing d, compounding bandwidth gains.

. NTRU trapdoors. As a result of the previous improvements, an NTRU
trapdoor becomes tight enough for the reduction to go through. The security
of NTRU trapdoors is better-understood than module-NTRU trapdoors,
which is especially important in our setting since ¢ is large and therefore
overstretched NTRU attacks need to be considered [2,31]. In our parameter
regimes such attack do not apply (Section 7).

. Additional optimisations. We perform a few more optimisations. Recall that
[33] takes Ag = [1 ao bo] - dg, where the role of dg was to randomise the first
entry of Ag. Instead we simply set dy = 1 and drop the first coefficient of Ag
when generating a ciphertext.

. Bit dropping. While it is well-known that we can perform heavy bit-dropping
on the v part of the ciphertext in Eq. (1), we also notice that we can do the
same on two coefficient of u. The reason for that is more subtle: decryption
computes u’ -z, where z € R* is heavily unbalanced, with the first two
coefficients being very large, the third very small, and the last in-between.
We adapt the bit-dropping of u accordingly to gain in ciphertext size without
impacting correctness.

To summarise, we save 6 ring elements: 2 in Item 1, 3 in Item 2 and 1 in Item 5.
Our modulus ¢ and ring degree d are smaller as well (Item 3) due to the simpler
construction, and bit-dropping (Item 6) provides further gains.

Obtaining share robustness. Let us recall the joint interactive key extraction
of [33]: in the first round, each party ¢ computes their committing value w; and
sends a commitment cmt; = Hepe(w;) to the other parties. Upon receiving the
commitments of the others, everyone reveals in the next round their value w;. In
the last round, each party computes their response z;. This response prepares
a correct reconstruction by scaling each party’s Shamir secret key share by the
corresponding Lagrange coefficient. Directly giving out such scalings would be
vulnerable to key-recovery attacks.



To mitigate this, [33] copies the strategy of Threshold Raccoon [18] and adds
blinding one-time masks m;, which sum to zero during reconstruction. While
simple from a proof perspective, such masks come with two main drawbacks. First,
they require the parties to possess mutual secret seeds. And more importantly,
they make it difficult to detect which party is misbehaving when a failure occurs
during reconstruction. Put differently, a party can simply send garbage in the
last round, causing a systematic failure in the combine stage, without ever being
caught. This problem has been addressed for Threshold Raccoon by either relying
on non-interactive zero-knowledge proof systems [40] or by using different types
of secret sharing [9)].

In this work, we follow the latter approach and replace the Shamir secret
sharing used in [33] by the Vandermonde secret sharing (VSS) [9], a lattice-
friendly adaptation of a secret sharing by Desmedt et al. [19]. This technique
allows for sharing short values into short shares and with short reconstruction
coefficients. The security relies on the Hint-RLWE problem. As the VSS allows
for short responses z;, we can now verify the correctness of each party’s response
z;, detecting misbehaving parties. This leads to what we coined extraction share
robustness: even if the adversary maliciously generates the key extraction shares,
they can not cause the reconstruction of honestly generated ciphertexts to fail. We
actually achieve a slightly stronger notion, where this is true even for ciphertexts
that are generated with biased randomness.

Note that the security proof of the resulting TIBE now needs to handle
the leakage coming from the VSS. To make the proof simpler, we blend the
Coset-Hint-RLWE to Hint-RLWE reduction from [33] directly into the security
proof. Hence, the Coset-Hint-RLWE now only appears indirectly in our paper.

Stronger decapsulation consistency. Finally, we realise that the extraction
share robustness of the underlying TIBE allows us to generically reach a stronger
notion of decapsulation consistency in the resulting TKEM from the BCHK-+
transform compared to [33]. Our notion corresponds to the one defined in [20] in
the context of threshold public-key encryption schemes.

Whereas [33] only counted as decapsulation inconsistencies when two unequal
but wvalid keys K # K' were recovered, we now also count as decapsulation
inconsistency when one of the reconstructed keys is invalid, i.e. led to L. Let
us try to give some intuition on why robustness of the TIBE and consistency
of the TKEM are related. If exactly one of K or K’ is equal to L, we can use
the valid key and the BCHK+ transform to recover the underlying message and
encryption randomness used to generated the TIBE ciphertext. Then, the shares
associated to the other (invalid) key define a forgery for the extraction share
robustness game of the underlying TIBE. If neither K nor K’ are equal to L,
we fall back to the case considered in [33]. We provide more intuition on the
different decapsulation consistency notions in Section 6.



2 Preliminaries

We assume familiarity with Landau’s asymptotic notations: O(n), o(n), w(n),
2(n), a(n) ~ b(n), and Knuth’s Theta notation @(n). We denote by log the
natural logarithm and by log, the base 2 logarithm.

Algorithms. To denote the assign operation, we use y := f(z) (resp. y + f(z))
when f is deterministic (resp. randomised). We note assert the function that
takes a proposition x as input and L if x is false, else it does nothing.

Norms. For a vector x = (zg,...,Z,—1) € R" we define the norms as ||x|| :==
V>, 7 and ||x[|, = max; |z;|. For a matrix we denote the Gram-Schmidt
orthogonalisation of M € R™ " as matrix M € R"*™ with columns th;, i € [n].
Then the GS norm of a matrix M € R™*™ is defined as ||M||,¢ = max;|/my||.

Set and distributions. For an integer N > 0, we denote [N] = {0,...,N —1}.
We recall that the union S U T of two sets writes S LT when disjoint. For a
set S, we denote by U(S) the uniform distribution over S, and write z + S as
shorthand for x < U(S).

Decomposition function. For an odd prime ¢ and any positive 8 < ¢, we
define the function Decompg : Zy — Z x Z in Algorithm 1. We extend it to
R = Z[z]/(«™ 4+ 1) and its quotient Ry = R/¢R by decomposing the elements

coefficient-wise. It holds that ||c1]| . < 8/2, ||coll o < [%1 and E[cg] = 0.

Algorithm 1 Decompg(c) — (co,c1) > Assume ¢ € {—22, .. a1y,

1: ¢o = sgn(c) - ||e|/B] > sgn(-) is the sign function. Round half up.
2 ¢c1:=c—co- B
3: return (co,c1)

Gaussians and lattices. For X' € R"*™ a positive definite matrix, we denote
Py the mass function over R™ of the Gaussian distribution centered in c:

Pys.e(X) =exp(—(x — )" Z71 - (x — ¢)/2)

When o € RT, we note py = p /537 o-

A lattice is a discrete subgroup of R™. The dual of a lattice A, noted AV,
is the set AY = {x € Spang(A) | Vv € A, (z,v) € Z}. Discretizing the Gaussian
mass function p JE.c Over A and normalizing its sum to 1, we obtain the discrete
Gaussian distribution D, /s .- For any lattice A, and any real ¢ > 0, the



smoothing parameter 7.(A) is the smallest real s > 0 such that pl/(ms)(/lv) <

1+ e. For n > 0 and the integer lattice Z" we have a bound 7.(Z") <
VIn@2n - (1 + 1/e)) /7.

Lemma 1 ([25, Lemma 3.1]). For a full-rank matriz B € R™*™ and a lattice
A = A(B) we have

\/7

1e(AB)) < [Bllgs - n-(Z")

Lemma 2 ([36] Corollary 7.5). Fork > 1, let a <~ RE, let 0 > v/2m - 2d -
qt/*+2/dk  Then with & = [1 a], and x + Dpa ,:

SsD(a’x,U(R,)) =27 9@,

Lemma 3 ([25, Corollary 2.8]). Forn >0 ande € (0,1), let A/ C A CR"”
be full-rank lattices. Let o > n.(A’). Then

SD(D,, mod A ,U(A/A")) < 2e.

Lemma 4 (Implicit in [13]). Lete € (0,1/2), and n,mq,my > 0 be integers
such that n < mg +my. Let F = [Fo | Fi] € Ry<U™+™) ¢ ¢ RP. Let
3 € Rdmoxdmo 53, ¢ Rdmixdms pe positive definite such that smin(21) > 1:(Fy).

Denote X == {20 0

0 ] . Then the following distributions are 2e-statistically close:
1

Do = {(z,x) + D pe(p), =}
Dl = {( s ) ‘ Z — DR*VYLO’EO’X “— DAE—FOZ(FI)’EI}

Lemma 5 (Adapted [39]). Let m, 30,31 >0, e <1/2 s.t. /g > n(R™).
Denote 35 1. =3, —I—E and assume that /3o > n.(R™) and x; + Dpm 55
€ [2]. Then

SD(x0 + %1, D sp7sy) < 8¢

Definition 1 (NTRU). For an integer q, a distribution x over R, and an
algorithm A, the advantage of the decisional NTRU problem of A is defined as:

AdVNTRU(.A) _ ‘PI‘ [1 — A(f .g_l)] — Pr [1 — A(h)”

where (f,g) < x? conditioned on g being invertible in Ry, and h + R,. We say
the NTRU,, 4 assumption holds if AdVNTRY (A) is negligible for all PPT A.

Lemma 6 (NTRU Trapdoor quality). Let o = O(,/q), there exists a ran-
domised algorithm TrapGenNTRU(1%, q) that outputs a vector a = [1 a’] € Rg
and a full rank matriz To € R?**2, where Ty is a basis for Af]- (a). Moreover,
| Tallcg = O(V/4) and a’ is indistinguishable from random based on the NTRUp,_ 4
assumption. In practice we can use | Tallog = 1.17,/q



2.1 Syntax and Security Definitions
We recall relevant cryptographic primitives used in this work.

Definition 2 (Signature). A signature scheme is a tuple of PPT algorithms
SIG = (SIG.Keygen, SIG.Sign, SIG.Verify) s.t.:

1. SIG.Keygen(x) — (sk,vk) takes as input the security parameter k and outputs
a pair of secret key sk and verification key vk.

2. SIG.Sign(sk, msg) — sig takes as input a secret key sk and a message msg
and outputs a signature sig.

3. SIG.Verify(vk, msg,sig) — b € {0,1} takes as input a verification key vk, a
message msg and a signature sig and outputs either 1 (meaning accept) or 0
(meaning reject).

Definition 3 ((Q,¢)-sEU-CMA Security). A signature scheme SIG satisfies
(Q, e)-sEU-CMA if any PPT adversary A that makes at most Q signing queries
wins Expf}é[gMA(l") (see Fig. 1a) with probability at most €. When Q = 1 we
say that SIG is an e-sEU-CMA one-time signature scheme.

Definition 4 (IBE with Threshold Key Generation). An Identity-based
Encryption Scheme with Threshold Key Generation is a tuple of PPT algorithms
TIBE = (TIBE.Setup, TIBE.Encrypt, (TIBE.ShareExtract,.),., TIBE.ShareVerify,
TIBE.Combine) s.t.:

1. TIBE.Setup(1%) — (ek,{dk;}ien) takes as input the security parameter. It
outputs the encryption key ek and N decryption key shares {dk; }icn-

2. TIBE.Encrypt(ek,id, msg) — ct takes as input an encryption key ek, identity
id and message msg. It outputs a ciphertext ct.

3. Forr € {1,...,rounds}, TIBE.ShareExtract,(id, act, dk;, {contriby, ; ?Sj‘ft) —
contrib; .. takes as input an identity id, the set of active participants act, a de-
cryption key share dk; and contributions from previous rounds {contriby_ ; }fgaﬁt
1t outputs a contribution of the current round contrib; .

4. TIBE.ShareVerify(ek, id, act, {contrib; . }; »,i) — b € {1, L} takes as input an
encryption key ek, an identity id, a set of active participants act, their key

share contributions {contriijr}z,gzznds and the index of one party i € act. It
outputs either 1 (meaning accept) or L (meaning reject).

5. TIBE.Combine(ek, ct, id, act, {contrib; .}, ,) — msg/L takes as input a set of
active participants act, their key share contributions {contrib; ie<ari)tunds7 an

identity id and a ciphertext ct. It outpuls a message msg or an error L.

Definition 5 (Decryption Correctness). A TIBE scheme has a §-correct
decryption if for every message msg, key (ek,{dk;}ien) and set act of key ex-
tractors of size at least T over the randomness of the honest encryption, key
extraction and decryption algorithms

Pr (TIBE.Combine(ek,ct,id, act, contrib) = msg) > 1 — 4.

ct,contrib

j€E€act
r<rounds

Here we denote ct .= TIBE.Encrypt(ek, id, msg) and contrib := {contrib; ,
from the partial key extraction procedure.



Definition 6 (Extraction Share Correctness). A TIBE scheme has §'-
correct extraction shares if for every message msg, key (ek, {dk;};en), set act of
key extractors of size at least T and every party i € act over the randomness of
the honest encryption and key extraction algorithms

Pr (TIBE.ShareVerify(ek, id, act, contrib,i) = 1) > 1 — §'.

ct,contrib

j€act
rErounds

Here we denote ct := TIBE.Encrypt(ek, id, msg) and contrib := {contrib; , }
from the shared key extraction procedure.

Definition 7 (Extraction Share Robustness). Let TIBE be a threshold
identity-based encryption scheme with RDistr beings the distribution of its en-
cryption randomness. Further, let RSpace be a set such that R < RDistr lies in
RSpace with overwhelming probability. A TIBE scheme is extraction share robust
for randomness space RSpace if no PPT adversary can win the Robust experiment
in Figure 1e with a non-negligible probability. We write Advi‘fl%‘f%tE for the winning

probability of adversary A in the Robust ezperiment.

Definition 8 (y-spreadness adapted from [26]). Let TIBE be a Threshold
IBE scheme defined in Definition 4 and let I, M,Z,C denote the sets of valid
encryption keys, messages, identities, and ciphertexts respectively. For v > 0 the
TIBE is y-spread if for every tuple (msg € M,id € Z,ek € &)

—log max ccPrrand(ct = TIBE.Encrypt(msg, id, ek; rand)) > ~.

Definition 9 (Threshold Key Encapsulation Mechanism). A threshold
key encapsulation mechanism (TKEM) is a tuple of PPT algorithms TKEM =
(TKEM.Keygen, TKEM.Encaps, (TKEM.ShareDecaps,.),, TKEM.ShareVerify,
TKEM.Combine) s.t.:

1. TKEM.Keygen(17) — (ek, {dk;};cn) takes as input the security parameter. It
outputs the encapsulation key ek and N decapsulation key shares {dk;}ien -

2. TKEM.Encaps(ek) — ct, K takes as input an encapsulation key ek. It outputs
a ciphertezt ct and a session key from the key space K € K.

3. Forr € {1,...,rounds}, TKEM.ShareDecaps, (ct, act, dk;, {contrib; ;};<,) —
contrib; ,. takes as input a ciphertext ct, a set of active parties act, a decapsu-
lation key share dk; and all contributions by parties in act up to the current
round r. It outputs a contribution contrib; ,. for the current round.

4. TKEM.ShareVerify(ek, ct, act, {contrib; . }; »,4) — b € {1, L} takes as input
an encapsulation key ek, a ciphertext ct, a set of active parties act, their
contributions {contrib;  }jeact.r<rounds and the index of one party i € act. It
outputs either 1 (meaning accept) or L (meaning reject).

5. TKEM.Combine(ek, ct, act, {contrib; ;. }; ,) = K/L takes as input a ciphertext
ct, a set of active parties act and their contributions {contrib; , }icact,r<rounds-
It outputs a key K or an error message L.

Definition 10 (Selective-ID/CCA2 Security). A TIBE (resp. a TKEM)
scheme achieves selective-ID indistinguishability, selective-ID one-wayness (resp.



selective-CCA2 security) if any PPT adversary wins the experiment in Fig. 10,
Fig. 1d (resp. Fig. 1¢) with negligible probability. We denote the winning probability
of A as Advff",'T'Pé,'END, Advff{'y’Tl?éSW (resp. Adv%@ﬁEM .

2.2 The BCHK+ Transform
We recall in Fig. 2 the BCHK+ transform proven in [33].

Theorem 1 ([33]). Let TIBE be a threshold identity-based encryption from
Definition 10. Let M and RSpace denote the message space and randomness
space of the TIBE, respectively. Let KC be an arbitrary set. Let SIG be a one-time
signature satisfying esig-sSEU-CMA and Gg, : {0,1}* = R and He : {0,1}* = K
be modelled as random oracles. Then TKEM as described in Fig. 2 is a CCA-secure
TKEM with:

(QGfo + QHfo) )

AdviiTicem() < esi6 1 (Qai, + Qo) - AdviTise - + =

2.3 Bounds on Distributions
We use the following results by Lyubashevsky [35] and implications thereof.

Lemma 7 (Lemma 4.3 in [35]). Let v € R%
Pl|(z,v)| > ro|[v];z ¢ Dya,] < 277 /2 (2)

In particular, if 7 > \/2(k + 1)log2, then the right side of Eq. (2) is at most
27",

Lemma 8 (Lemma 4.4 in [35], extended). For any 7 > 1 and any lattice
A CR?,

P [||z|| > roVd;z DA’,,} <ol (3)
where C = 7-e3(1-7°) <1, If (T >1+ %) or <T >1+ \/4“2)‘%2) we note
that C* < 27",

The original formulation of [35, Lemma 4.4] takes A = Z%, but we can see that

its proof goes through for any lattice A C R?. Corollary 1 is a direct corollary of
Lemma 7.

Lemma 9. Foru € RF and v D%)U, we have:

P lHuTVHoo > ||ufloy[21og (2;%)] <t

10



B0 (1)

(sk, vk) < SIG.Keygen(1~)

(msg*, sig”) + ASIG:SEn(sh) (k)

Let {(msg,,sig;)}2," be the list of A’s oracle queries

return (SIG.Verify(vk, msg™,sig”) = 1) A (msg™,sig™) ¢ {(msgi,sigi)}»?:})1

(a) The (Q,e)-sEU-CMA security game

Expi5Ihae(17) Expliicem (1)
(id*, cor) + A cor <~ A
assert |cor| =T — 1 assert |cor| =T —1
(ek, {dk; }ien) < TIBE.Setup(1%) (ek, {dk; }ien) < TKEM.Keygen(1%)
(s, mg) 1 AT D) (o)
¢ ATIBE ShareBxtract(-,id)id7id" ([} ] . ) (ct*, Ko) = TKEM.Encaps(ek)
b+ {0,1} Ki+ K
ct” = TIBE.Encrypt(ek, id*, msg,) b+« {0,1}
b ¢ ATIBE ShareExtract(id)idid" ((qi 1 ) | | B o ATKEM ShareDecaps(ct, ) ctet” ((c* [, ))
return (b =1") return (b =1b')
(b) TIBE selective-ID security (¢) TKEM selective security

ExpXimiee (1)

(id*, cor) < A Expio,l%ylsBEE(lm)

assert |cor| =T — 1 (ek, {dk;}icn) < TIBE.Setup(1”)

(ek, {dk; }ien) ¢ TIBE.Setup(1") (msg, id, rand, ct, act, S) < A(ek, {dk;};c(n)
ATIBE ShareExtract(-,id) idid"™ (£ 1 ) assert rand € RSpace

msg* « {0,1}¢ assert ct = TIBE.Encrypt(ek, id, msg; rand)
ct™ = TIBE.Encrypt(ek, id*, msg*) for i € act

msg <— ATIBE. ShareBxtract(-,id),idz#id™ ({dks }eor, ct™) assert TIBE.ShareVerify(ek, act, S, 7)
return (msg = msg™) return msg # TIBE.Combine(ct, act, S)

(d) TIBE Selective-ID One-Way Security (e) TIBE Extraction Share Robustness

Fig. 1: Security experiments

11




TKEM.Keygen(1”) TKEM.ShareDecaps; (dk,, (ct, vk, sig)), 7 <

({dki}iciny, k) <= TIBE.Setup(1™)  assert SIG.Verify(vk, ct,sig) =1
return ({dk;};c[n], ek) contrib;,; = TIBE.ShareExtract; (dk;, id = vk)

return contrib; ;

TKEM.Encaps(ek)

msg « {0, 1}¢ TKEM.ShareVerify(ek, (ct, vk, sig), act, {contrib; . } ., )
rand = Gy (msg) assert SIG.Verify(vk, ct,sig) = 1

(sk, vk) < SIG.Keygen(17) b = TIBE.ShareVerify(ek, id = vk, act, {contrib;  };r, )
id == vk return b

ct = TIBE.Encrypt(ek, id, msg; rand)

sig < SIG.Sign(sk, ct) TKEM.Combine({contrib; » }icact, (ct, vk, sig))

K = Hp(msg||ct) assert SIG.Verify(vk, ct,sig) = 1

return (ct, vk, sig), K msg = TIBE.Combine(ct, vk, act, {contrib; , }:)

rand = G (msg)
assert ct = TIBE.Encrypt(ek, vk, msg; rand)
K = Hjo(msg]|ct)

return K

Fig.2: The BCHK+ transform of [33].

Proof. Observe that for z = u”v, all the coefficients of z are of the form
z; = (0;, v) where Q; is a permutation of u where some coefficients are multiplied
by —1 (this comes directly from the formula of the coefficient of degree k < d of
a product of polynomials in R). From Lemma 7, we have:

2
P [|(t;, v)| > r] < 2¢ 2miZe?
By union bound and since Vi, ||0;|| = ||ul|:
7‘2
P[|u”v]| > 7] < 2dke e

Solving for r gives the desired result. a

Corollary 1. Let a € Z% be an arbitrary vector. For x + Dga ., the following
holds with probability at least 1 — 27"

la+x|* < Jla]l* + 2 v/2(x + 1) log 2 |lal| o + ||| (4)

2 2
~llall” +[x[" when & = o(n), ()

Proof. We start from the identity |ja + x||* = ||a||® + ||x||* + 2 (a, x), then apply
Lemma 8 on ||x]| . O
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Ps(s)

u <+ Ry

(co,c1) := Decompg(u)
P < DR1+m70-p

Z=S-Co+p

return {(c = (co,c1),2)}

Fig. 3: Hint distribution for Hint-RLWE

2.4 Hint Ring Learning With Errors

We rely on the Hint-RLWE assumption, introduced by Kim et al. [30]. More
specifically, we use a variant by Esgin et al. [22], recalled in Definition 11. While
the distribution of the ¢;’s in Definition 11 may seem artificial, it is a natural
byproduct of the signing procedure used in [22], which we re-use in this work.

Definition 11 (Hint-RLWE). Let m >0, Q1,Q2 > 0 and q be integers, and
0s,01,09 > 0. Let a < R}". The Hint- RLWEQI’QZ’ZI’UZ’ B problem requires the

R,q,m
Adversary to distinguish dzstmbutzons Dreal,s D,dea| where s Drm+t o, and:

{sz }ZGQ 1< Pﬁ( )
Dreal = a7b7 CiyZiyg b = !
| {( { }E[QH-Qz ‘ {CZ7Z1}ZE(Q1,Q2 « P(s )}

{C’MZZ}'LG[Ql] — 7),3( ) }
{CH Z; }1€(Q1 Q2] < P(S)

where the distribution Pg(s) is described in Fig. 3 and P(s) =s + Dgm+1 4, .

Dideal = {(aa bv {civ zi}iE[Qr‘er ‘b «~R q

When the adversary receives no hints (@1 = Q2 = 0) in Definition 11, we recover
the Ring-LWE problem RLWER 4 m.0.. In [30,22] the standard hardness of Hint-
RLWE for @1 > 1, and Q2 = 0 is proven. We give a straightforward adaptation
of the reduction in Lemma 10. Note that there is a factor 2 in the formula for
ﬁ, which seems to be an artefact of the proof, as is clearly the case when taking
0

Q=0.

Lemma 10 (Theorem 1 and Lemma 2 from [22]). Assume Q1,Q2 =
w(,«;dlogd)Q, and let Bpint = Ql—;, where M = 2[ —‘ +1. Let 0g,05,01,09 >0
such that 0—12 =2 (ﬁ—kw—i— %) If o9 > V2n(Z%) for 0 < € < 1/2,

0 s 1 2
where n.(Z2) is the smoothing parameter of Z2, then there is an efficient reduction

from RLIWER 4.m.0, to Hint- RLWE%‘I’]QW?Z“UQ”B that reduces the advantage by at
most 4e.

2.5 Short Secret Sharing

We recall the Vandermonde secret sharing (VSS) [9], a lattice-friendly adaptation
of a secret sharing by Desmedt et al. [19].

13



Dictionaries. We recall that a dictionary, or associative array, is a collection of
ordered (key, value) pairs with unique keys. We note {:} the empty dictionary,
and Dict[k] the value of Dict corresponding to the key k. We note Dict; U Dicts
the union of two dictionaries. When a key k is present in both Dict; and Dicty
and Dicty [k], Dicta[k] are either both sets or both dictionaries, the new value
(Dict; U Dicta)[k] sets as Dicty [k] U Dicta[k].

Algorithm 2 VandShare(s, P, T, idx = &) — Dict
1. N = |P‘
2. if T =1 then
;. return Dict := {user : {idx : s} | user € P}
4: else
5. Dict = {user: {:} | user € P}, b= |N/2|
6:  Parse P =Pr UPg, with Pr, the b smallest elements of P
7. for k = max(0,7 — N +b),...,min(b,T) do
8: idxg :=idx || ":L:" || k, idxg =idx || ":R:" || (T — k)
9: if k=0 then
10: Dict := Dict U VandShare(s, Pr, T, idxr)
11: else if £k =T then

12: Dict := Dict U VandShare(s, P, T, idxz)

13: else

14: S ¢ X > This guarantees short shares
15: s1 = (s —sp) mod ¢

16: Dictr, := VandShare(so, Pr, k, idxz.)

17: Dictr := VandShare(s1, Pr, T — k, idxR)

18: Dict := Dict U Dicty, U Dictr

19:  return Dict > The values of Dict are also dictionaries.

Lemma 11. Let ¢ € (0,1/2), m, N,T > 1, 0 > v/21.(R™), s + Drm ,, and
Shares <— VandShare(s, [N],T). In Algorithm 2, let x = Dgrm . For any user
i € [N] and any share s(®) = Shares]i][idx|, we have SD(s(idx),DR,,,L_\/E.U) <
(k—1)-8¢ for a value k € N,1 < k <log N + 1 determined by Algorithm 2.

3 Improved TIBE Construction From Lattices

Let Heme () : Ry — {0,1}?* and Hig(+) : Sig — R4 be hash functions modelled as
random oracles.

Public parameters. These include (A, ¢, N,T), where N is the overall number of
parties in the protocol and T is the threshold on the number of parties required
for decryption.

1. The public matrix A is a matrix with trapdoor ¢ la Eagle [43] or Plover
[22].The parameter 8 € Z can be set arbitrarily between 2 and ¢/2 and

14



Algorithm 3 VandRecover(P, act, idx = &) — Indices
. N=|P|,T = |act]|
if T =1 then
return Indices := {user : idx | user € P}
else
b= |N/2]
6:  Parse P = Pr, U Pr, with Pr, the b smallest elements of P
7. actp =actNPr,actg = act N Pgr, k = |acty]|
& idxp :=idx || ":L:" || k, idxg =idx || ":R:" || (T — k)
9: if k=0 then
10: return VandRecover(Pr, actr, idxg)
11 else if £k =T then
12: return VandRecover(Py, actyr, idxy)
13:  else
14: Indicesy, := VandRecover(Pr,actr, idxr)
15: Indicesr := VandRecover(Pg, actr, idxr)
16: return Indices := Indices, LI Indicesgr

Gt = W N =

impacts the quality of the trapdoor.

A:[lab]7 where a+ R, s,8 + Dro., (6)
b=p3—(a-s+s') for some 8 € Z

2. t < R, is used as a target for preimage sampling.

Encryption procedure. In the encryption procedure, the encrypter constructs
a public key [a b Hiq(id) t] for the identity id. Then they generate a Lindner-
Peikert [34] style ciphertext (u,v) for this public key and the message msg. This
is described in Algorithm 9.

Decryption procedure. In the decryption procedure, the parties jointly compute
a vector z = [z’ x} such that [a b Hid(id)] -z =~ r, where r is the encryption
randomness. They then use z to perform a Lindner-Peikert style decryption
procedure, by computing v — u” -z’ and decoding it to recover the message. This
is described in Fig. 5.

The TIBE is formally described in Figs. 4 and 5. For clarity of reading, we assume
that the state of party ¢ contains (i) the secret key share of 4, (ii) all contributions
of all parties up to the current round, (iii) the values privately generated by i
during previous rounds. In order to avoid ROS-style attacks, it is also important
to ensure that the participants’ views are consistent, by maintaining their internal
states and checking it against received contributions, see for example [28, Figure
3]. For clarity of reading, we omit the consistency checks from our description
and refer to [28] for more details.
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Algorithm 4 TIBE.KG(1") — ek,dk
12 t,a < Rq X Rq
2: (s,8") < Dp2 .,
3:b=B8—-(a-s+5s")
Ls=1[ss10]" seR* and Vid, [1 a b H(id)] -s = 8
5: return ek := (a,b,t),dk := (s, ")

Algorithm 5 TIBE.Share(ek, dk) — aux, {dk @ };c(n)
. Shares + VandShare((s, s'), [N], T,idx = {})

1

2: pek := Dict{} - pek lists all partial encryption keys (initially empty)
3: for i € [N] do

1 dk® = Shares[i] > Each user i has a dictionary {idx : s 1of private keys.
5. for idx € Shares[i] do - Compute all partial public keys

6: peklidx] := b%) = ¢ . (i) 4 g9
7. ek = (a, b, t, pek) _
s return aux := pek, {dk"},c(n

Algorithm 6 TIBE.Setup(1*) — ek, {dk};cin

'+ (eko, dk)  TIBE.KG(1*)
2: (eky, {dk™};c(n) < TIBE.Share(ek, dk)
3: return ek == (eko, eki), {dk"};c(n

Algorithm 7 Encode(msg = (,...,aq-1)) = M € R,
I return M =37, o - [q/2] ¢

Algorithm 8 Decode(M =3 ;¢ (4 - X% — msg e {0,1}4/L

1: return msg = Zie[d] Laﬂq X

Algorithm 9 TIBE.Encrypt(msg € {0,1}%,id, ek) — ct
1: (r,e,e') — DR,or X DRS?O.[_ X Dnygr

2o [u” v] =7 [a b Hq(id) t] + [e” €] + [0"** Encode(msg)] > {

u R
Jex:
,,

3: return ct = (u,v)

Fig. 4: TIBE algorithms for key generation, encryption and message encoding.
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Algorithm 10 TIBE.ShareExtracto(id, act, dk”), state()) — contrib{" /L
1 p¥ 4 Doy, x {0} X Doy

w® = [1 a b Ha(id)] - p©

3 emt® = Hepe(w0®)

;- return contrib” := cmt®

v}

Algorithm 11 TIBE ShareExtract, (id, act, dk®, state()) — contrib{"” / L

I: return contribgi) =w®

Algorithm 12 TIBE ShareExtract,(id, act, dk(®, state()) — contrib$” / L

assert{Vj € act \ {i} : Heme(w")) = cmt9)}

w = Zanv:t U_)(])

(co,c1) = Decompg(t — w) >co-B+e=t—w
Indices := VandRecover([N], act) - 4 is assigned one index Indices|i]
s, ' = dk® [Indices|i]]

s = [s'(i) s 0 O]T - s e R is the partial signing key assigned to 4
2@ = p® 4 ¢ 5O

return contribgi) =z

g s W N

J

o

Algorithm 13 TIBE.ShareVerify(ek, id, act, { (w29} ;cact,4) — {1, L}

w = Zjeact ’LU<])

1:

2: (co,c1) == Decompg(t — w)

3: Indices := VandRecover([N], act) > User ¢ is assigned one index Indicesi]
1. b9 = pek|Indices]i]]

5 assert{{[1 a b Hu(id)] - 2 = w® + ¢o - b@}} > Equality
6: assert{{Hzm < Bind}} > Shortness
7. return 1 > Accept if both asserts pass

Algorithm 14 TIBE.Combine(ct, ek, id, act, {(w?, 2())};cact) — msg/L
1: for ¢ € act do
2. assert{TIBE.ShareVerify(ek, id, act, {(w"), 29))},cact, i)}
3 7= (Zieact z”)) +[e1 0eo 0]
7z = [Zl 29 23]T > 7' drops the first coefficient of z

5: return msg := Decode (v —u” - z')

=

Fig.5: TIBE algorithms for threshold decryption.
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4 TIBE Correctness and Share Robustness

We now study the correctness and share robustness of the TIBE described in
Figs. 4 and 5. We start be providing useful equations holding by construction.

. L T ‘ )
Let us note p¥ = [p((f) p(ll) 0 p:(,f)} , P = Zip(l) and p; = ZiEactpg) for

j € [4]. Recall that b= 8 — >, ., b, s = [>,s® 3,50 1 O]T, w=3 w
and z = 3, z(). Remember that by construction:

Vid, [1 a b Hg(id)] -s =3 (Algorithm 4, Line 4) (7)

Vid,Vi € act, [1 a b Hig(id)] s = p(® (Algorithm 5, Line 6) (8)
Vid,Vi € act, [1 a b Hig(id)] p® = w® (Algorithm 10, Line 2) (9)
co-B+c=t—w  (Algorithm 12, Line 3)  (10)

4.1 Extraction Share Correctness
We start by proving correctness of the key extraction shares, cf. Definition 6.
Lemma 12. Let 0’ be the target correctness probability of share verification in

Algorithm 13 . Given TIBE as described in Figs. 4 and 5 with 7 > 1+ 41;55/ ,

o > nE(RQ) and norm bound Binq given as

d
BindZT( d(203+0§,2)+2—§~ 2d(logN+1)as)7

where d is the ring degree, (0p,0p,) (resp. 0s) is the Gaussian width of the masks
(resp. secret), q is the modulus, B is the decomposition parameter and N is
the number of parties. Then, TIBE has (log N + 1)e + &' ~ §' extraction share
correctness.

Proof. Note that TIBE.ShareVerify described in Algorithm 13 outputs 1 if both
assert checks pass. First, for i € act, let us write z(*) and z explicitly:

péi-)) o SI(%) 1 pot+co-s+a
@ _ | P\ +eo-s? _ @) 0o | pi+eo-s
z - 9 z = z + = . 11
0 i;t co co )
péz) 0 D3

Recall that the third coefficient of p( is 0. It is immediate from Eqs. (8) to (11)
that:

[1 0 b Ha(id)] -2 = [1 a b Haid)] (p® + co-s?)
=w ¢ b0, (12)

Therefore, the first assert checking equality in Algorithm 13 always passes.

18



Next, we study the shortness of (V). For an honestly generated z(?), by applying
Minkowski’s inequality in Eq. (13), then once again in Eq. (14), and finally
Lemmas 8 and 11 in Eq. (15), except with probability ¢’ := (log N 4+ 1)e + 277 it
holds:
co - s

o< ]

<o

(13)

< Hpu)

+[leoll, - Hs(i) (14)
d
<7 d(2ag+a;2)+2—§~Tv2d(10gN+1)057 (15)

where 7 > 1+ 4/ 412756' is as defined in Lemma 8. Therefore setting:

Bind:7'< d(2012)—|—0£)2)+§§-\/2d(10gN—|—1)Us) (16)

guarantees that the shortness assert in Alg. 14 passes except with probability ¢’.
O

4.2 Decryption Correctness
We now study the decryption correctness of our TIBE, cf. Definition 5.

Lemma 13. Let &' be the target correctness probability of share verification
in Algorithm 13 . Given TIBE as described in Figs. 4 and 5 with 7 > 1 +

\/ W, min(op, 0p’) > /1 4+1/(T —1)-n.(R) and norm bounds By, and

B, given as

By =71\Td(202+02) + g—g (rv2dos+1) + By,

B, = \/2(log &' 4+ 1 + log(8d)) o,

where T' is the number of parties, d is the ring degree, op (resp. os and oy) is
the Gaussian width of the masks (resp. secret and encryption randomness), q is
the modulus, [ is the decomposition parameter and By is a norm bound on c;.
Furthermore assume that TIBE is &' extraction share correct. If (Bp + 1) - By <
lg/4], then, TIBE has 6 :=T(6' +1)+2-27%+8¢- (T — 1) decryption correctness.

We highlight that By, is mainly impacted by v/T' Op-
Proof. First we characterize the global preimage z. By Lemma 12, the check in
Algorithm 14, Line 2 passes for a given i € act with probability ¢’ and by a union

bound we arrive at the next line with probability > 1 — T'§’. Hence, we assume
in the following that equality and shortness checks have passed for all 7 € act.
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We first aggregate Eq. (12) over all 4 € act, then observe that ), b = g —b,
and finally use Eq. (10), which gives:

[1a b Higlid)] 2= [1 a b Hialid)] (32 + [e1 0 0 0] ")

:Z(’w(i)—l—CO-b(i))—‘rCl—f—Co'b
i
:w—i-cOZb(i)—i—cl—i—co-b

=w+cy-B—co-b+eci+cg-b=t (17)

Eq. (17) is essentially the same as Eq. (12), but for the global trapdoor instead of a
partial trapdoor. It states that z is a valid preimage for the matrix [1 ab Hid(id)]
and the target ¢.

We now explain why the scheme decrypts correctly. Recall that the honest
decryption procedure computes:

v—u-z' = (r-t+e +Encode(msg)) — (r- [a b Hia(id)] +e)-2'  (18)
= Encode(msg) +7-t+¢€ —r(t—z)—e- 7z (19)
= Encode(msg) + (¢' + [r —e] - z). (20)

As long as it holds for the residual noise that ||¢’ + [r —e] ~z||Oo < |g/4], de-
cryption will be correct. In practice, the impact of €’ in the residual noise is
negligible, the dominating term being [r —e] - Z.

Bounding ||z||. By Eq. (11), after honest execution of the key share extraction, it
holds z = p+cos+ [61 00 O}. By Minkowski’s inequality, except with probability
2. 27(5+2) it holds

T
Izl < [+ [0.0 et 0| + lleoll, - s (21)
< ol + llesl| + licol, - s (22)

d
<7 Td(2of,+0;,2)+%(T 2dUs+1)+Bl = B, (23)

where Bj is a bound on the norm of ¢;. Here, we used that both p is close
to discrete Gaussian by Lemma 5 and s is discrete Gaussians and their norms
bounded using concentration bounds (Lemma 8). In practice, ||p|| dominates
llcoll; - |Is]|, but does not necessarily dominate ||cq||.

Bounding H [r fe] 'ZHOO. Recall that we assume the ciphertext is honestly

generated, including the noise [7’ fe]. We now bound H [r fe] -ZHOO, using
Lemma 9. Except with probability §’/2 it holds

|[r —e] 2| < llz]| - v/2(log &' + 1 +log(8d)) - 0. (24)
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Similarly, ||¢/|| . is upper bounded by B, := \/2(logd’ + 1 + log(2d)) oy. Overall,
except with probability at most ¢’ it holds

e+ [r —e] 2|, < v/2(logd' + 1 +log(2d)) o
+v/2(log &' + 1 +log(8d)) - oy - B
< B.(1+ B.) < |q/4],

concluding the proof. O

4.3 Extraction Share Robustness

We now analyse whether the TIBE correctly decrypts, even if an adversary can
maliciously generated key extraction shares (which still pass the share verification
algorithm). Note that we still assume quasi-honestly generated ciphertexts. More
concretely, we require the encryption randomness to come from RSpace (where
honestly generated randomness lies in RSpace with overwhelming probability).
We call this extraction share robustness, as defined in Definition 7.

First, note that our TIBE has RDistr = Dg 5, X Dgixs 5 X D 5. By setting

RSpace = {(r,e,¢’) € R"**: ||(r,e, e’)TH2 < 7opVbd}, for T > 1+ W
we have by Lemma 8 that honestly sampled encryption randomness from RDistr
lies in RSpace with overwhelming probability.

Lemma 14. Let &' be the target correctness probability of share verification
in Algorithm 13 . Given TIBE as described in Figs. 4 and 5 with 7 > 1 +

4(log 6’ +log 2 ‘
\/ % and norm bounds B,, and B given as

B,, =TBjnq + Bog+ By, and B =70, V5doy,

where T is the number of parties, oy is the Gaussian width of the encryption
randomness, By (resp. By and Bing) is a norm bound on ¢y (resp. ¢1 and Z(i)).
Furthermore assume that TIBE is §' extraction share correct. If B - (1 + B,,) <
lg/4]|, then, the advantage of any PPT adversary A against the extraction share
robustness game for TIBE is at most T(6" + 1).

Note that B,, is dominated by T'op, as opposed to ﬁap in the honest case
considered for correctness in Lemma 13.

Proof. Informally, the three main differences between the extraction share robust-
ness game and the decryption correctness, is that (i) the z(¥) are malicious, (ii)
the encryption randomness might not follow the honest distribution, but only is
guaranteed to lie in RSpace and (iii) the z(") might be colinear to the encryption
randomness. This requires worse norm bounds to bound the norm of z and the
inner product between z and encryption randomness.

More formally, note that Eq. (17) holds for every shares that pass the assert
in Algorithm 14. Again we assume quasi-honest ciphertexts, so Eq. (20) holds
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even in the malicious key extraction parties setting. Let By (resp. Bi) be a
bound on the norm of ¢y (resp. ¢1). Note that the adversary has no control over
(co, 1), so these bounds are independent whether we are looking at semi-honest
or malicious parties.

Bounding ||z||. Here, we deviate from the analysis in the honest setting. By the
equality and shortness checks in Algorithm 13 and the definition of z, we have

(Z z(i)> +[e1 0 o o]TH (25)

i€act

< T Bind + B1 + By =: Bp,. (26)

|z} =

This reflects the fact that corrupted parties may collude to generate z(’s that
are as colinear as possible.

Bounding H [?" —e] . ZHOO. Note that in the malicious setting, we cannot apply
Lemma 7, as we cannot guarantee that the ciphertext encryption randomness
[r —e} has been sampled honestly and independently from the global preimage
z. We only know that it lies in RSpace. Hence, we use Cauchy-Schwarz instead:

le"+[r —e] 2| = [|[e" r —¢] - L, 2)|,
(' r. =)l (1,21l

B- (14 Bn),

IAIA

concluding the proof. a

Regarding the norm bounds By on ¢y and B; on ¢, w.0.p. it holds

q |d d
Bo = B\/;(l +o(1)),  Bi= 6\/;(1 +o(1)) (27)

5 TIBE Security

Before starting with our security proof, we recall the definition of functional
simulation of a pair of key generation and sharing algorithms. It is a simplified
version of the one in [17], tailored to a trusted setup.

Definition 12 ([17]). A key generation and sharing algorithms KG and Share
together with a function oracle Eval are called functionally simulatable if there
exist efficient functions SimShare and SimEval s.t. no PPT adversary A has a
non-negligible advantage in the experiment defined in Fig. 6. We denote the

advantage of an adversary A in EXpE\(,;I;s(ISr,nShare,Eval(ln) as Advﬁc,;l'_(s(gr,nShare,Eval'
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KG-sim K
EXPA,KG,Share,Eval(l )

cor < A(1%)
assert |cor| =T —1

(ek, dk) — KG(1%), b {0,1}
ifb=0: ({dk“)}iem, aux) < Share(dk)

Vo AR (ek, {dk“)}iecw)
else ({dk(i)}iecor,aux) <+ SimShare(ek, cor)

b o ASmEval (ek, {dk(i)}iewr)

return b = b’

Fig. 6: Security experiment for Functional Simulatability.

Lemma 15 ([9, Lemma B.2]). Let KG and Share be as defined in Algo-
rithm 6 and let ShareExtract; be as in Fig. 5. Then there exists a constant
Qu = Qu(T,N,Qpec) (see [5] Theorem 1) such that

KG-sim . TQdec+Qu 5/ 0375;2»‘751ﬁ
AdV.A,KG,Share,{ShareExtractqy},- < Hmt_RLWER,q,mvgs .

Theorem 2. Let TIBE be the scheme defined in Fig. 4 and Fig. 5. Let R =
Z[X]/(X941) be a ring of degree d, and q be a prime number. Let o, 05, 0p, Oy B>
0, e € (0,1). Suppose that:

min(op, o) > 1.17¢"/2 - n.(R?). (28)

(op/0p) - \Jop — 0F =2 n-(R). (29)

Then for any PPT adversary A:

AdVEIRND (1) < (Qpec + Qry) - AV VR ()

Hint-RLWE . 2dee + 90V 7p=ap® 0. RLWE
- R,q,m,0g R,3,q,0
+ Adv y, (k) + Adv 4, (k)

+ QDec : O(E) + QDec : (T QDec + QHcmt) : (qid + negl(’{))

(QDE‘C + QHcmt)Q + QHcmt T QDec
22m

+

where adversaries Az to Ay run in approzimately the same time as A.

Proof. Consider a sequence of hybrids.

Hyb, (sel-ID-IND game): Identical to the real experiment.
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Hyb, (Delay wy,): In this second hybrid we postpone sampling the noise p(*)
from TIBE.ShareExtractg to the end of TIBE.ShareExtract; for one of the honest
parties. For each key extraction query (id,act) of the adversary we pick an
arbitrary honest party in act as “last acting” honest party and denote its index
as h. Now in TIBE.ShareExtracty the party h samples cmty, < {0,1}?*. And in
TIBE.ShareExtract; after every other party in act has revealed their values w(?)
the last honest party samples p("™) honestly, computes w(®) = [1 a b Hq(id)]-p®
and programs Hemt (W(h)) := cmty. The advantage of the adversary in this hybrid
can only increase if w® has been queried to Hemi(-) before. However, wh)
computed above has high entropy since by Lemma 2 over the vector [1 a H(id)],
with min(op, 0},) > V2 - 2d - q'/372/3¢ we have SD(w™) U(R,)) = negl(x).
Hence, the probability of querying a fixed w*) is bounded by ¢~¢ + negl(x) and
the number of queries to Hemt is bounded by T Qpec + Q1. Wwhere Q. denotes
the number of direct queries to Heme oracle and T - Qpec is a bound on queries
made by the Challenger when answering the decryption queries. Then by the
union, when we apply this change to every decryption query we get

eg—e1 < (qid + negl(/i)) . QDec ' (T . QDec + QHcmt)'

Hyb, (Trapdoors in the hash): In this hybrid we change the answers of the Hig(+)
oracle for all id # id*. Now on query id instead of sampling a fresh uniformly
random value the oracle samples a pair (hig, T1) < TrapGenNTRU(1%) and replies
with H;4(id) = hig. The rest of the experiment is run as before. The total number
of queries to Hig() is Qpec + Qn,, hence, the adversary’s advantage can only

increase as

le1 — 2a] < (Qpec + Qniy) - AdVy RV (1)

where A; runs in approximately the same time as A.

Hybs (Hash collisions): In this hybrid, we ensure that Hcme has no collisions and
that the adversary cannot find preimages of hashes cmt; after passing them to the
second signing oracle. We introduce a table Cmt that records every cmt sampled
in Hemt or in TIBE.ShareExtractg, as well as those passed to the second signing
oracle. Whenever a new hash cmt is sampled, we ensure that it was not previously
added to Cmt, or the challenger aborts the game. The view of the adversary
differs in Hyb if it was previously able to (i) find a pre-image of a cmt; after
passing it to TIBE.ShareExtracty, or (ii) if a given cmt was sampled twice. We can
bound the probability of (i) due to the pre-image resistance of the hash function
Hemt, and with an union bound over all the commits passed by the adversary to
TIBE.ShareExtract; which gives a bound Qp,,, - T Qpec - 272%. As for (ii), we rely
on the collision resistance of Hene. Since the commitments are sampled uniformly
from {0, 1}, we can bound the probability of (ii) by (Qu.,, + Qpec)? - 272% We
conclude that,

(QDec + QHcmt>2 + QHcmt T QDec
22n

lea —e3| <

24



Hyb, (Uniform (co,c1)): In this hybrid, for each decryption we want to set the
”challenge” u = t — w to be uniform and then set the honest z(¥ accordingly.
We first sample u <+ Ry, and set wh) =t -y — ZiEact\h w( as shown in

Hyb, the distribution of w™ is close to uniform so this change is statistical.
The behaviour of all parties except h is unchanged, party h however needs
to still be able to sample p™ from the appropriate distribution. Note that
sampling p « DRz g, X {0} X D o and setting wh) = [1 a b Hi(id)] . pM
is the same as sampling w") from the appropriate distribution (statistically

close to uniform) and sampling p*) < D with 3 = diag(op, 0p, 0p)

A‘(}"(h) (Fia), 2
and Fig = [1 a Hig(id)]. Using Lemma 4 this is statistically close to sampling
p = (p(()h)7pgh)) — ’DR'z’gp and pgh) — IDA“'(h)’Ff’(H-d(id)) ot with F = [1 a].
We want to use the trapdoor introduced in the previous hybrid to sample this
preimage, since the trapdoor is for the matrix [1 Hiq(id)] we consider the following

transformation: First sample p = (péh),p(lh)) — DR\/m X DR, then
’ P P

(R)

sample (x, pgh)) +~ D and output (py = + X, p(lh),pgh)). By

AR (1 Hy(id)]) 0
Lemma 5, as long as the smoothing condition in Eq. (29) holds, this modification
is statistically unnoticeable. The NTRU trapdoor can sample such a distribution
according to Lemma 6 if op > 07, > 1.17,/qn.(R?). Gathering the various bounds,
the advantage of the adversary can increase by at most

les — ea| < (negl(k) +2¢€) - Qpec-

Hybs (Secret Sharing): Let SimShare and SimShareExtract be as per Lemma 15.
In this hybrid we sample the public key without a trapdoor (i.e. b + R,) and use
SimShare to simulate the corrupt key shares. Using Lemma 15 we observe that
all honest partial secrets (s(*), s(i)/) can be written either as a linear combination
of the leaked secrets, or as (s, s’) plus a linear combination of the leaked secrets.
Meaning that there are @, (T, N) hints of the form s + r (corresponding to the
leakages) and at most 7" - Qpec hints of the form s - ¢ 4+ p. Since we do not have
access to the secret keys, the partial decryption oracles are simulated using the
corresponding SimShareExtract. Then by Lemma 15 the advantage changes as

Hint RIWE " 7 Qdee v/ 7 =7p % 0.9

KG-sim R,q,m,c
‘54 - €5| < AdVAQ,KG,Share,{ShareExtracti},i < AdVA2 °

Hybs (Ciphertext RLWE): Note that now Fig- = [a b H;d(id*)} is perfectly
random and the experiment can be simulated efficiently. Hence, we apply the
RLWE assumption to the challenge ciphertext. As a result, the challenge plaintext
is masked by a uniformly random value and the advantage in this experiment is
€5 = 0. The advantage change can also be bounded as

5 — e6| < AdVS TP (k).

where A3 runs in approximately the same time as A. |
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On achieving adaptive corruptions. In all security notions we consider in
this work, the adversary has to decide which T" — 1 parties to corrupt at the very
beginning of the game. This is usually called static corruptions. Closer to the
real world is the concept of adaptive corruptions where the adversary can decide
during the game which parties they want to corrupt, in particular after already
having seen partial key extraction shares. In general, the latter is significantly
harder to achieve as it requires the shares of the yet-honest parties given to the
adversary during key extraction queries to stay consistent even after the set of
corrupted parties changes. Interestingly, we observe that [33] achieves security
against adaptive corruptions, without making this explicit in their work. The
main reason is that simulating communications of honest parties is very easy
thanks to the one-time masks issued by a random oracle.

However, when replacing the masks-with-Shamir-sharing approach by the
VSS as done in this work, this argument does not work anymore and we are
not able to prove security against adaptive corruptions. Let us give some more
intuition on why VSS seems difficult to use in an adaptive corruption context.
During the security proof we simulate both the corrupted secret shares and the
communication of honest parties during the interactive key extraction procedure.
To do the simulation correctly, we need to know which parties are corrupted and
which are honest, as it has an impact on where we require RLWE hints. Moreover,
in the security proof of VSS, we simulated the honest parties’ communication as
a function of hints and corrupted key shares. Thus, changing the set of corrupted
parties would lead to inconsistent simulation.

If one prioritises security against adaptive corruptions over share robustness,
one can modify our scheme as follows (to get closer again to [33]): set z(9) =
p® + ¢o - s + m,;, where m; a blinding one-time mask. When simulating key
extraction shares for honest parties, one simply samples random z(¥), conditioned
on the sum of all shares, namely z, to fulfill [1 ab Hid(id)] -z = t. One can again
use the notion of "last acting” honest party to achieve this. This simulation does
not reveal the masks m;. When a honest party later gets corrupted, one can
simply program the random oracle that controls the masks m; according to the
honest key share s(*). Note that this is possible, as m; changes with every key
extraction query.

We leave it as an interesting future work to simultaneously achieve security
against adaptive corruptions and extraction share robustness for our TIBE.

6 Stronger TKEM Decapsulation Consistency

We now prove that the resulting TKEM from the generic BCHK+ transform
of [33] fulfills a stronger decapsulation consistency notion as the one proven
in [33], if the starting TIBE additionally fulfills extraction share robustness.
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6.1 Definition

In Figure 7a we recall the decryption consistency experiment used in [33] and in
Figure 7b we recall the decryption consistency notion of [20, Def. A.3], which we
are achieving in our work.

EXPS\D,TKEM (ﬁ)
(ek, {dk; }icn) + TKEM.Keygen(1%)
Eva«ZlevaTkkcE?/l (1) (ct,act,act’, S, ")
cor +— A < Alek, {dk; }icrn)
assert |cor| =T —1 for i € act
(ek, {dk; }ien) « TKEM.Keygen(17) assert TKEM.ShareVerify(ek, ct, act, S, i)
(ct,act,act’, S, ") for i € act’
+— ATKEMShareDecaps() (ol Lk, }iccor) assert TKEM .ShareVerify(ek, ct, act’, S’, )
K = TKEM.Combine(ct, act, S) K = TKEM.Combine(ct, act, S)
K’ = TKEM.Combine(ct, act’, S") K’ = TKEM.Combine(ct, act’, S")
return L #K #AK' # 1 return K # K’
(a) [33, Def. 7] (b) [20, Def. A.3]

Fig. 7: Security experiments for TKEM Decapsulation Consistency

Note that the experiment in Figure 7b leads to a stronger security guarantee
than the one in Figure 7a as the adversary wins even if one of the resulting keys
is equal to L. To accommodate for this change, we require the decryption shares
to pass the share verification algorithm.

Another change is that we give out all secret key shares to the adversary,
whereas [33, Def. 7] only gives out corrupted key shares and unrestricted access
to TKEM.ShareDecaps. In general the latter is weaker than the first. However,
this limitation was not needed for the proof of [33], they could have given all
secret key shares to the adversary.

To give some more intuition on why unrestricted access to TKEM.ShareDecaps
is not as powerful as having the honest secret key shares, we can look at
our concrete lattice constructions from Section 3: the adversary can query
TKEM.ShareDecaps on the same ciphertext many times, providing them with
many short preimages of the same matrix [1 a b Hy(id = vk)] for a fixed target t.
This can be seen as a trapdoor for this identity-depending matrix. However, this
is not enough to recover honest secret key shares, which are small preimages of
the matrix [1 a b].
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6.2 Proof

Lemma 16. Let Gg: {0,1}* — {0,1}" be modeled as a random oracle and let
Qa,, > 2 denote the number of queries to it. Let TKEM be the scheme obtained
as detailed in Figure 2. If the underlying TIBE is v-spread and extraction share
robust, so fulfills the resulting TKEM decapsulation consistency. More concretely,
for any PPT adversary A against Exp?f—,—KEM we can build a PPT adversary B

against Exp%??fétE such that

Qr,  (Qr, — 1)
2

CD - Robust
Adv 3 Tikem < 277 + Advi Tige-

Proof. Let B be an adversary in Exp@?%‘étE and A an adversary in Expi'?TKEM.
Upon receiving the public evaluation key ek and all secret key shares (dk;);c|ny,
the reduction B forwards it to A. Now, assume A wins in ExpffTKEM. That is,
they output (ct,act,act’, S,.5’) such that all decapsulation shares verify for both
(act,S) and (act’, 5"), and K # K’', where K = TKEM.Combine(ct, act, .S) and
K’ = TKEM.Combine(ct, act’, S).

We distinguish two cases. In the first case neither K nor K’ equals L. This is
essentially the case considered in [33]. In the second case, exactly one of the keys
equals L.

Case 1) As neither K nor K’ equals L, all assert checks in TKEM.Combine from
the BCHK+ transform detailed in Figure 2 pass. In particular, when running
TKEM.Combine, the reduction B recovers msg, msg’ where K = H¢,(msg||ct) and
K’ = Hg(msg'||ct) but msg # msg’. At the same time, both messages lead to ct,
i.e., TKEM.Encaps(ek, vk, msg; G (msg)) = TKEM.Encaps(ek, vk, msg’; G, (msg’))
= ct. As done in [33], one can now distinguish two subcases. Either both msg and
msg’ have already been queried to G, or one of them has not been queried to Gf.
By using the y-spreadness of TIBE, we can upper bound the probability in both
subcases by W 277. Note that the argument is purely probabilistic and
does not depend on A having access to only corrupted (as proven in [33]) or all
secret key shares (as proven in our work).

Case 2) Without loss of generality, we assume K' = 1 and K # 1. As K # |
we know as above that the assert checks in TKEM.Combine passed and hence
K = Hj(msg||ct) and rand = Gf(msg). The reduction B then forwards the
tuple (msg, vk, rand, ct,act’, S’) as output for the robustness game of the TIBE
as defined in Figure le. We now argue that this output is a valid forgery in
the robustness game of the TIBE. First, note that rand = Gf,(msg), with rand
following the randomness distribution RDistr and hence lying in RSpace with
overwhelming probability. Second, by the winning condition of the decapsulation
consistency game, the partial shares of TKEM.ShareVerify have to verify, which
implies that the partial shares of TIBE.ShareVerify verify. It also implies that the
signature verification passes. Lastly, TIBE.Combine(ct, vk, act’, S”) # msg. Else
K’ = K, leading to a contraction. ad
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7 Instantiation

Parameter selection for our scheme with semi-honest correctness (resp. malicious
correctness) is performed by ensuring that both Theorem 2 and Lemma 13 (resp.
Lemma 14) provide negligible bounds for the adversary’s advantage and the
decryption failure probability.

Recall from Theorem 2 that the adversary’s advantage is upper-bounded as in the
equation below. We study each term in one paragraph, then we study correctness,
then we conclude.

ct is pseudorandom

2 _ 2
Hint-RLWE =" MV 7p = 7p 7757

AdviiTise (k) < Adv.y, Foamos () + AdV )20 () (30)

(Qur + Qoec) - Advl "™ () + negl(x).  (31)

—_————
Embed trapdoor

ek is pseudorandom

RLWE. The pseudorandomness of the ciphertext ct is quantified by the hardness
of RIWER 3.4,0,.- We can estimate it by using standard tools such as the lattice
estimator by Albrecht et al. [3].

\Jo2—ol2 og,
Hint-RLWE. Following the reduction of Lemma, 10, Hint-RLWE "9 V7550 0

R,q,m,05
is no easier than RLW ER 41,5,, Where - < 2 (HQZ(ZTJV) + Bhant(ljo(l))) Bhint =

ag 2 og

Qg\ﬁ? M=2 [qz;ﬁl—‘ + 1, and @, as in [5] Theorem 1. As typical in other works,

we ignore the factor 2 in 1/0Z which seems to be a proof artefact. We also set
0s = 2(y/Qu(T,N)) = w(v/Bhint - 0p), so that it has a negligible influence on oy.

All in all, we have:

12 8 [12
g0 %Up/\/ Bhint%O—p W %Upg m (32)

Eq. (32) incentivises us to take oy, large. This condition directly subsumes the one
of Theorem 2 are fulfilled. Again, we estimate the hardness of Hint-RLWER 4.¢,
using standard tools [3].

NTRU. The multiple instances of NTRU allow us to embed a trapdoor in Hig(id)
(one for each identity queried). The hardness of NTRU is well-studied, and tools
for estimating it are included in Albrecht et al.’s lattice estimator [3].

Note that our choices of ¢ are very large. This raises the question of whether
overstretched NTRU attacks [2,31,21] apply. Our experiments with [3] show that
it is not the case. This is not surprising since we can take a large standard
deviation o for the secrets f,g, namely ¢ > /q/2n as in Falcon [41]. The
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state-of-the-art attacks [27] states that on overstretched NTRU attacks become
relevant when:

0.0058 - 02 - 248 /g < 1. (33)

In our case, the left side of Eq. (33) is no smaller than 0.0029 - n'-4%4 which gives
us a comfortable margin.

Correctness. In the semi-honest (resp. malicious) setting, we apply Lemma 13
(resp. Lemma 14) and therefore set our parameters so that their requirements
apply. In practice, Bing ~ T7V3n 0p. Note that Lemmas 13 and 14 guarantee
decryption correctness with probability at least 1 — 4. In our case it suffices
to set d to be small (say, 273°), not negligible. Indeed, the BOCHK™ transform
guarantees CCA security even in the presence of decryption failures.

Bit dropping. We may apply bit dropping on four ring elements: the encryption
key b, the first ciphertext v, the two last elements of the second ciphertext (uq,uz).
This has the benefit of decreasing the public key size and ciphertext size. Let us
note 0p, 0y, Oy , 0, the (deterministic) errors incurred by bit-dropping. This error
addition has absolutely no negative impact on the security analysis, however it
might impact correctness since the decryption equation becomes:

v —u -z = Encode(msg) + (¢ +6,) + 7 (20 + o - 0p) (34)
— (€021 + (e1 +0u,) - co+ (€2 + duy) - P3) (35)

As long as |8, + ¢o (7 0 — Ouy ) — du, - D3]l = 0(g) W.0.p., then bit-dropping
will have a negligible impact on correctness. We note vy, vy, , Vy,, Vy the bits
dropped in b, w1, us, v respectively.

Coefficient dropping. Since we encapsulate a key of x bits, we only need to
send k coefficients of v. We can therefore drop the remaining n — k coeflicients
of v, which further decrease the ciphertext size.

How to select parameters. Selecting parameters is a multi-dimensional
optimisation process, and it can seem obscure. We explain here our selection
process. We recall Hardy’s asymptotic notation: a < b is shorthand for a = ©(b).
We select o, < 0¢ < 1 (recall that o¢ is found in the RLWE instance reduced
from Hint-RLWE reduction), as we find that the resulting RLWE instances have
K bits of security against the most common attacks as long as d < « - log q. This
seems somewhat optimal, as setting o, = o(1) quickly opens the door to hybrid
attacks, while setting o, = w(1) degrades correctness (and similarly for oy).
From Eq. (32), this entails op < £/Qd and o5 = w(1). We also require

Os=0 (ﬁap), so that Binq =< \/gap = %d\/@, see Eq. (16) .

Next, we set 8. Recall that By < 3v/d. Setting § as high as possible is good
for the Hint-RLWE reduction (see Eq. (32)) but may increase ||z, see Eqgs. (23)
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and (26) . We set By =< /T Bing for the honest (that is, no robustness) setting,
and By < T Biyg for the robust extraction shares setting, so that By only increases
|lz]] by a constant factor. This gives:

Non-Robust setting: % = ¢\/dT Q (36)
Robust setting: B =< qT+\/dQ (37)

Finally, we study correctness, and seek to minimise ¢. In the non-robust setting,
Lemma 13 guarantee correctness if ¢ =< T Bing /K 0op = %d\/QTfs, which
implies 8 =< dv/Q T k. In the robust setting, Lemma 14 guarantee correctness if
q =T BingVdo, < q%’lm, which implies 8 < dT+v/@Q d. In summary:

Non-Robust setting: (2 =q\/dTQ =d*QTr = q=d*?*k\/QT (38)
Robust setting: (2 =<qT\/dQ =d*T*Q = ¢=d?T\/Q (39)

This gives us an asymptotic formula to determine a minimal viable ¢. We increase
d until the underlying RLWE instances are hard. Finally, bit-dropping has a
small impact on correctness as long as opitdrop = O(¢/v/K), s0 we may take

27 < Vg2 < \/dg2ve < L < g/ /K.

Parameter sets. Putting everything together, we obtain parameter sets as
detailed in Table 1. The encryption key and ciphertext sizes (in bytes) for our
TIBE are given as:

jek| = (2- £ + d (log g — 1)) /8 (40)
ct] = (d (3log g — v, — ) + K(log g — 1)) /8 (41)

For the TKEM construction, the ciphertext additionally contains a verification
key vk and a signature sig. For ML-DSA at NIST security levels 2, and 5, the
sum |vk| + [sig| is equal to 3732, and 7219, respectively. For Falcon [41] at NIST
security levels 1 and 5, the sum |vk| + [sig]| is equal to 1563, and 3073, respectively.

How to select parameters in [33]. For comparison, here is a succinct evalua-
tion of [33] with the same methodology we used above. We note that [33] define
Gaussians via the notation exp(— - ||x||?/s2), so their ¢ correspond to ov/27.
With the notations of [33], we have the following constraints:

1. Hardness of RLWE. RLWER 1 4 cruwe a0d RLWER 7 4 ¢ need to be hard. Let us
take ¢ < 1 and ¢rowe < 1, we can then later set d = 2(k logq) as explained
previously. [33] also requires ¢ > n.(R3), but for concrete parameters n.(R3)
remains small.

2. Rerandomization. Equation (10) of [33] requires ¢’ < d - riwe - ¢ < d in
order to apply the rerandomization lemma of [29].
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Table 1: k is the bit-security, T' (resp. @) is an upper bound on the decryption
threshold (resp. number of decryption queries), R = “Extraction Share Robust-
ness”, Kek (resp. kct) quantifies the pseudorandomness of the encryption key (resp.
ciphertext) in the CoreSVP metric, and |ek|, |ct| are the sizes in bytes of the
TIBE encryption key and ciphertext. Across all parameter sets, we take T = 32,
g~ 2% o5 =2 o, = 2°7 and v, = 10.
Goals Scheme parameters Security Sizes
k R Q@ d B 0s Op Or U Vi Vy| Kek Ket | |ek| |ct|

128 No 2%6]2048 2%t 215 235 1 24 29 42]128 133 | 6688 28544
128 Yes 2%° (2048 237 215 9229 1 21 27 44132 133| 7456 29056
256 No 26 |4096 21 215 236 1/, 26 30 44263 253 |12352 56512
256 Yes 22° (4096 236 25 22 1/, 22 26 44 |257 253 |14400 58560

3. Hardness of Hint-RLWE. The hardness of Hint-MLWE requires ¢, = §2(1),
therefore we set ¢, < 1 and ¢, < (¢/8) - v/Q d. Maximizing the number of
decryption queries Q) requires us to take a very large 5. There are two other
conditions on ¢,, Equations (11) and (12) in [33, Theorem 3], but both are
subsumed by the one above.

4. Correctness. Finally, correctness is given by [33, Theorem 5], more specif-
ically their Equation (13). The left term of this equation is minimised
for 8 =< d>\/qT QY*, in which case Equation (13) of [33] simplifies to
g=d°VQT.

With our methodology, for [33] we obtain the constraint ¢ < d° /QT. In com-
parison, our non-robust scheme only requires ¢ =< d*/2 k\/QT, which is better by
a factor d'/? /k.
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