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Abstract. We present a simple IND-CCA lattice-based threshold KEM.
At a high level, our design is based on the BCHK transform (Canetti
et al., EUROCRYPT 2004), which we adapt to the lattice setting by
combining it with the FO transform (Fujisaki and Okamoto, PKC 1999)
in order to achieve decryption consistency.

As for the BCHK transform, our construction requires a threshold identity-
based encryption (TIBE) scheme with suitable properties. We build such
an IBE by combining the ABB IBE (Agrawal, Boneh, Boyen, EURO-
CRYPT 2010) with recent advances in lattice threshold cryptography,
such as the threshold-friendly signature Plover (Esgin et al., EURO-
CRYPT 2024) and a variant of the Threshold Raccoon scheme (Kat-
sumata et al., CRYPTO 2024).

The security proof of our scheme relies on a new assumption which we
call the Coset-Hint-MLWE assumption, and which is a natural generali-
sation of the Hint-MLWE assumption (Kim et al., CRYPTO 2023). We
prove the hardness of Coset-Hint-MLWE under standard assumptions.
We believe this new assumption may be of independent interest.

Unlike prior works on IND-CCA lattice-based threshold KEMs, our con-
struction only relies on simple algorithmic tools and does not use heavy
machinery such as multi-party computation or threshold fully homomor-
phic encryption.

1 Introduction

Lattices are one of the most prominent mathematical families for building post-
quantum cryptosystems, thanks to their versatility and efficiency. In 2024, NIST
has released their first lattice-based cryptographic standards, the ML-DSA sig-
nature scheme and the ML-KEM [NIS24] key encapsulation mechanism (KEM).
Based on Kyber [SABT22], ML-KEM realises the standard security notion of
semantic security against chosen-ciphertext attacks (IND-CCA), which is con-
sidered necessary for real-life deployment. The standard approach for achieving
IND-CCA, which is also used by ML-KEM, is the Fujisaki-Okamoto (FO) trans-
form. This transform relies heavily on the evaluation by the decrypter of hash
functions (modelled as random oracles) on private input (the decrypted mes-

sage).
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Threshold decryption. In some applications, it is desirable to split the power
of decryption across several parties. In a threshold KEM, the decapsulation key
would be split across N parties, of which at least T < N would be needed to
be able to decrypt valid ciphertexts. Most threshold cryptosystems share the
secret key using linear secret sharing (such as Shamir’s), and perform sensitive
operations using (linearly) homomorphic properties.

In e-voting protocols, threshold cryptosystems have been suggested as a so-
lution to protect the confidentiality of the tally until the close of voting, see for
example the seminal work of Cramer et al. [CGS97], or Aranha et al. [ABGS23)]
for a lattice-based protocol. More recently, they have been advertised as a way
to enhance the privacy of mempools (a mempool is a queue of pending and
unconfirmed transactions for a cryptocurrency network node), see for example
Choudhuri et al. [CGPP24]. We expect that NIST’s upcoming call for threshold
cryptosystems [LTANB25] will foster more applications.

Limitations of the Fujisaki-Okamoto transform. Unfortunately, the FO
transform is difficult to perform in a distributed manner: this would require
expensive hash function evaluation using multi-party computation (MPC).

While a few IND-CCA lattice-based threshold decryption schemes have been
proposed in the literature, they often use heavy machinery such as non-interactive
zero-knowledge arguments (NIZKs), threshold fully homomorphic encryption
(ThFHE) or MPC; as a result, their efficiency is unclear. It is therefore highly
desirable to look into alternative designs for lattice-based IND-CCA threshold
decryption.

1.1 Ouwur Contributions

We propose a simple lattice-based threshold KEM that achieves IND-CCA se-
curity. At a high level, our construction is based on the Boneh-Canetti-Halevi-
Katz transform [CHK04, BCHKO07], or BCHK transform, which has been shown
by Boneh, Boyen and Halevi [BBHO06] to allow constructing IND-CCA TPKEs
under suitable conditions. Unfortunately, in the case of lattices, the BCHK
transform cannot be used as-is, and in particular it does not guarantee decryp-
tion/decapsulation consistency.

Our first contribution is to provide a variant of the BCHK transform that is
tailored for lattices. This construction, which we call BCHK+, yields a threshold
KEM with decapsulation consistency in addition to IND-CCA security.

Equipped with our new BCHK+ transform, we build an IND-CCA TKEM.
One of the key ingredients is a threshold identity-based encryption (TIBE) with
suitable properties. As no such TIBE exists in the lattice world, we construct
our own lattice-based TIBE. This construction ended up being rather technical,
and is our second contribution.

A third contribution, which might be of independent interest, is the intro-
duction of the Coset-Hint-MLWE assumption, a natural generalisation of the



Hint-MLWE assumption [KLSS23]. This assumption underlies the security of
our TIBE, and therefore of our TKEM. Finally, we show that the hardness
of Hint-MLWE and the existence of trapdoor sampling implies the hardness of
Coset-Hint-MLWE.

1.2 Technical Overview

The BCHK+ transform (Section 4.1). Our starting point is the BCHK
transform, a semi-generic transform by Boneh, Canetti, Halevi and Katz [CHEK04,
BCHEKO07] that (i) takes as input an IBE with suitable properties and a one-time
signature scheme, and (ii) outputs a IND-CCA PKE. In a follow-up, Boneh,
Boyen and Halevi [BBH06] modify the BCHK transform to (i) take as input
a threshold IBE with suitable properties and a one-time signature scheme, and
(ii) output an IND-CCA threshold PKE. In the instantiations of [BBHO06] the
validity test is performed on public values, and therefore does not need to be
thresholdised.

Unfortunately, the BCHK transform cannot be applied as-is to our setting.
Indeed, lattice ciphertexts are inherently noisy and, while this is not an issue for
IND-CCA security, this precludes decryption consistency, a necessary condition
in [BBHO06] that stipulates that the same ciphertext cannot be decrypted by two
sets of decrypters to two different messages.

We resolve this by combining the BCHK transform with the FO transform.
Note that this does not contradict our prior claim that the FO transform is not
compatible with thresholdisation. In schemes that achieve IND-CCA security
via the FO transform alone, the input to re-encryption is sensitive and therefore
needs to be thresholdised, as it is otherviwe susceptible to re-encryption attacks
[UXT*22]. In our case, IND-CCA is ensured by the BCHK transform, and FO
is only required for decapsulation consistency. In particular, the input to FO
re-encryption is no longer sensitive and does not need to thresholdised. We call
this new transform the BCHK+ transform, and it can be summarized as:

BCHK+ = BCHK (IND-CCA) + FO (decapsulation consistency).

Constructing a lattice TIBE (Section 4.2). The next step is to instantiate
the BCHK+ transform with a TIBE. To our knowledge, no efficient lattice-based
TIBE is described in the literature (in the work of Albrecht et al., [ALLW25] the
public parameters scale quadratically with the decryption threshold). Starting
from the seminar work of Gentry, Peikert and Vaikuntanathan [GPV08], Several
lattice IBEs have been proposed: see for example Gentry, Peikert and Vaikun-
tanathan [GPV08], Agrawal, Boneh and Boyen [ABB10], Cash et al. [CHKP10],
Ducas, Lyubashevsky and Prest [DLP14], and Katsumata and Yamada [KY16];
however these schemes all rely on Gaussian (trapdoor) sampling, which is noto-
riously difficult to thresholdise. These IBEs can be seen as extensions of lattice
hash-then-sign schemes, where (i) the message to be signed becomes the identity,
and (ii) the signature becomes the identity’s decryption key. This correspondence
is made explicit in [GPV08, ABB10, DLP14, BFRS18].



On the other hand, efficient lattice threshold signatures were recently pro-
posed, based on either Fiat-Shamir “Raccoon” signatures [DKM 24, KRT24], or
in the hash-then-sign paradigm [ENP24]. A common pattern of these schemes
is to replace Gaussian sampling by the much threshold-friendlier noise flooding,
and to quantify security using the recent Hint-MLWE assumption by Kim et al.
[KL.SS23]. For example, the Plover signature [EENT24] and its threshold variant
Pelican [ENP24] are noise-flooded variants of the trapdoor sampling-based Eagle
[YJW23].

Given the correspondence between hash-then-sign and IBE schemes, a natu-
ral idea is to apply noise flooding to an existing IBE in order to make it threshold-
friendly, then apply thresholdisation techniques from e.g. [DKM ™24, KRT24] to
obtain a proper TIBE. Unfortunately, this is not necessarily secure. Given an
IBE, let us note A the master public key, id an identity, and skiy a valid decryp-
tion key for id. IBEs such as the ones in [GPV08, DLP14] satisfy A -skiq = H(id).
Thus an adversary could query two decryption keys skild, skild for the same identity
and compute a short s = skiy — sk that satisfies A -s = 0. This breaks the secu-
rity proof and, with a bit more effort, can be converted into a full key-recovery
attack.

Instead, we start from the Agrawal-Boneh-Boyen IBE [ABB10]. In this IBE, a
valid identity key satisfies [A | B(id)] -skiq, where B(id) is a matrix that depends
on id. While the same attack as before applies, it only gives a trapdoor for
[A | B(id)], which does not lead to a trapdoor for A, and important properties
such as selective ID security are preserved. Thus we select this IBE and convert it
into a threshold-friendly IBE via noise flooding. We then convert this threshold-
friendly IBE into a proper TIBE using the thresholdisation techniques described
in [DKM™*24, KRT24], in particular the TRaccoony® 4 scheme from [KRT24].

The security proof (Section 5) and Coset-Hint-MLWE (Section 3). The
security proof (for the selective ID security) of our TIBE relies on a new assump-
tion which we call the Coset-Hint-MLWE assumption (or Coset-Hint-MLWE),
and which we believe might be of independent interest.

The MLWE assumption states that the pair (A, [A | I] s) is pseudorandom
when A € R;*" is uniformly random and s € R™™ is sampled from an ad-
equate (short) distribution. The Hint-MLWE assumption [KLSS23] posits that
this is the case even given ¢ hints of the form (¢;,z; = ¢; - s + r;), where all the
(¢iyri); € R x R™™ are sampled from an adequate (short) distribution. When
s, (r;); are sampled from Gaussian distributions, there exist efficient dimension-
preserving reductions from MLWE to Hint-MLWE [KLSS23, EEN 24, ENP24],
and these will also be applicable to the parameters used in the paper. Hint-
MLWE appears as a natural by-product of lattice signatures based on noise
flooding, and has been used to build efficient lattice-based threshold signatures.

In the case of our TIBE, the threshold decryption procedure produces hints
(¢i,z; = ¢;-s+r;) as in the usual Hint-MLWE, except that the (Gaussian) noise
r; is no longer sampled from R™t™, but from a public coset a; + A C R*T™,
for A a lattice and a; an offset. For this reason we call this new assumption



Coset-Hint-MLWE. One can see that it generalises Hint-MLWE, since taking
A = R" ™ recovers Hint-MLWE. While this is a natural generalisation, it could
be unclear whether this is secure, as the noise is sampled from a sparser space.

We show that this is the case: for appropriate parameters, we can embed a
trapdoor in A to simulate the sampling of the noise in the coset. The reduction
loses a number of dimensions that matches the dimension gap between A and
R™™ _which is intuitively what one would expect. For our concrete instantiation,
we use Module-NTRU trapdoors [CPST20]. The analysis of Coset-Hint-MLWE
is detailed in Section 3.

1.3 Related Works

Lattice threshold signatures. Several threshold signatures schemes (TSS)
based on lattices were recently proposed. In most of these, the base signa-
ture scheme is based on noise flooding and leverages Hint-MLWE assumption
[KLSS23] for the security proof, see e.g. Raccoon [{PKPR24] and Plover [EENT24].
The linear structure of these schemes facilitate their thresholdisation.

Regarding the linearisation tools, TSS based on fully homomorphic encryp-
tion have been proposed [ASY22, GKS24]. However, most schemes are based
on standard tools, which gives 4-round [KRT24, ENP24], 3-round [DKM™24,
KRT24] or 2-round [EKT24, CATZ24, BKL"25] TSS.

Lattice threshold cryptosystems. Compared to TSS, few lattice threshold
public key encryption schemes (TPKEs, TIBEs) and threshold KEMs (TKEMS)
have been proposed. Two recent papers [BS23, MS24] propose IND-CPA TPKEs
based on noise-flooded variants of the Lindner-Peikert [LP11] and Regev [Reg09].

We have found two results in the area of lattice-based TIBEs. The work of
[BKP13] builds a threshold version of GPV IBE with a proof in UC and adaptive
corruptions. It is robust, and has potential for more compact sizes compared to
our scheme. However, it requires generic MPC techniques for Gaussian sampling
which typically has higher running time and round complexity.

The other TIBE construction is proved in [ALLW25]. It is expected to be
relatively fast, since it only requires matrix vector multiplications, it has identi-
fiable aborts and only 1 round. It is proved secure under weaker highly-selective
security where the Adversary declares all oracle queries before receiving the pub-
lic keys. The size of their master public key and ciphertexts are O(7?) and O(T')
respectively, whereas ours are essentially constant in T. Although [ALLW25]
does not provide parameter estimations, we expect our concrete sizes to also be
smaller.

IND-CCA constructions. IND-CCA security in a TPKE ot TKEM remains
challenging, as the usual reencryption approach by Fujisaki and Okamoto [FO99,
FO13] does not thresholdise well.

The universal thresholdiser by Boneh et al. [BGGT 18] uses ThFHE to thresh-
oldise any functionality, and use it to build an INC-CCA TPKE. The scheme



is robust, has game-based selective security and only has one round. However
to our knowledge, this work remains theoretical, and no parameter set has been
proposed. It mentiones the slow runtime as an open problem.

Cong et al. [CCMS21] proposed an IND-CCA TKEM called Gladius. On one
hand, it also has the potential for smaller public key and ciphertext sizes. On the
other hand, their design requires to evaluate a hash function using MPC. This
entails an extremely high number of rounds (136491 rounds for 3 users), and
also makes the security argument heuristic, since one cannot represent a random
oracle using a circuit (which is needed for the MPC evaluation).

Finally, Devevey et al [DLNT21] propose a lattice-based INC-CCA TPKE
achieving advanced notions such as adaptive security and robustness. However,
it relies on heavy machinery such as lossy encryption schemes and NIZKs based
on correlation-intractable hashes. Again, no parameter set has been proposed.

Compared to the above, our TIBE and TKEM are the only ones that simul-
taneously (i) do not require FHE/MPC/NIZK, (ii) have sizes essentially inde-
pendent of T and N. As a result, they have small communication complexity and
we expect that they would be fast when implemented. On the other hand, our
schemes do not currently achieve robustness, have a trusted setup, and are less
compact than [CCMS21]. We provide a summary of the related work in Table 1.

Table 1: Related work comparison for TIBE and TKEM. Sizes of |ek| and |ct]
are given in KiB. N/A = Not Available, UC = Universal Composability, IA =
Identifiable Aborts.

Reference | Security [Decrypt | [ek] | [ct| [Rounds|Robust| Tools
TIBE
Bendlin et al. [BKP13] | Adaptive, UC N/A N/A |[N/A| N/A Yes MPC
Albrecht et al. [ALLW25] |Highly-selective] N/A  |O(T*)|O(T) 1 TA  |Generic
This work Selective N/A 50 | 450 3 No |Generic
IND-CCA TKEM
Boneh et al. [BGGT18] | Selective, UC N/A N/A |N/A 1 Yes FHE
Kraitsberg et al. [KLOT19] Heuristic 4.342 sec.®| 4 4 > 114 No MPC
Devevey et al. [DLN21] Adaptive N/A N/A |N/A 1 Yes NIZK
Cong et al. [CCMS21] | Selective, UC | 4.99 sec.? | N/A [N/A| 136498 | IA MPC
This work Selective N/A 50 | 450 3 No |Generic

2 Preliminaries

2.1 Notations

We denote the security parameter as k. We denote assert the function that
aborts the procedure and returns L if the input condition is false. We note In
the natural logarithm and log the logarithm in basis 2.

3 In the 3-out-of-3 setting.
4 Ignoring latency.



Distributions. For an integer N > 0, we note [N] = {0,..., N —1}. To denote
the assign operation, we use y := f(x) when f is a deterministic and y + f(z)
when randomized. When S is a finite set, we note U(.S) the uniform distribution
over S, and shorthand x < S for x < U(S). We note SD(X,Y) the statistical
distance between two distributions X and Y. Given two distributions Pg, P;
and a PPT adversary algorithm A, we define the distinguishing advantage as
Adv4(Po, Py) = [Pr(A(Py) = 1) — Pr(A(Py) = 1)].

Norms. We note ||-|| = ||-||, the Euclidean norm and ||-||, the infinity norm of
a vector. Given a matrix M € R™*"™ we note ||[M|| := maxxo %
norm. ||M| is also equal to the square root of the largest eigenvalue of M! - M.
When M is symmetric, || M]|| is equal to the largest eigenvalue of M. The spectral
norm is also called the largest singular value of M, which is noted s (M).

The Frobenius norm of a matrix M = (m;;);; is defined as |M|p =

v Trace(M!- M) =, /37, - |m; j|2. We recall that M| < [[M]|g. Lastly, we de-

note the Gram-Schmidt orthogonalisation of M € R™*™ as matrix M € R"*™
with columns m;, 7 € [n]. Then the GS norm of a matrix M € R"*™ is defined
as [|[M|| g = max;||m;]||.

its spectral

Number fields. We consider cyclotomic number fields K = Q[(a4] for d a
power-of-two. Alternatively, it can be written as K = Q[X /(X% +1). Its ring of
integers is of the form R = Z[X]/(X? + 1). We choose ¢ to be a prime modulus
such that R, = R/qR is isomorphic to a direct product of two fields of order
¢¥?. By Lemma 1 it suffices to pick ¢ = 5 mod 8.

For f = Zie[d] fiX" € K we define the coefficient embedding as 7(f) =
(fo,---, fie1) € Q% We note rot(f) the matrix in Q4*¢ which i-th column
(starting from 0) is the vector 7(z*- f). We extend the rot operator to matrices by
entry-wise application. We also extend the spectral norm operator to any matrix
M € K™*™: |[M]| = ||lrot(M)||. For a vector v € K™ we extend the norms as
VIl = llrW)l and [[v][c = [I7(v)]|c- We denote S, = {c € R | [|cl|, < n}-
Lemma 1 ([LS18, Corollary 1.2]). Let 2d > k > 0 be powers of 2. If q is a
prime such that ¢ = 2k + 1 mod 4k then there exist distinct r; € Z; such that:

(i) XU* —r; are irreducible in Z,[X], and (ii) we can factor X% +1 as:

k
Xt+1= H(Xd/k —r;) mod ¢
i=1

Lemma 2 ([AL21, Proposition 2]). Let R be a power-of-2 cyclotomic ring
of degree d. Then

lag - anllo d
ao,a1€R laglly - [larll ~



Decomposition function. For an odd prime ¢ and 3 that is a power of 2 we
define the function Decompg : Z, — Z x Z that maps = € {—%*,..., %1} to

the unique pair (cp,c1) such that = ¢o - 8+ ¢1, |e1] < /2 and |eg| < [%—‘

We extend the function to a ring R and its quotient R, = R/qR as Decompg :
R, — R x R by decomposing the elements coefficient-wise. Then |[|¢;]| < 5/2

—1
and [|eoll., < [ %3]

Shamir Secret Sharing. Let F be a finite field. Given a € F, 1 < T and
S CF* a (T,S)-sharing of a is obtained by doing the following:

1. Generate P € F_r[z] uniformly at random, conditioned to P(0) = a.
2. For s € S, compute [a]f = P(s).
3. The output is the indexed tuple [a] = ([a]f)ses-

Given (a, P,S), [a]% is uniquely defined. We say that an indexed tuple [a] is a
valid T-sharing of a if there exists a polynomial P € F_r[x] and an evaluation set
S C F* such that [a] = [a]5. If |S| > T, then for any indexed tuple b = (bs)ses
there exists at most a single pair (a, P) such that b = [a]5

When P and/or S are clear from context, we may omit them and note [a]*,
[a]s or [a]. The set of valid (T, S)-sharings is a F-linear space of dimension T
Indeed, given A\, p € F:

Aa)f + u[b]E = [Na]a” + [ub]4® = [Aa + pb] g7 @ (1)

Consider a (T,S)-sharing a. If |S| < T, then a leaks no information about the
underlying shared value. If |S| = T, then there exists a unique a € F such that
a = [a]s, and we can recover it using Lagrange interpolation:

S/

! _

a= Z/\S,S [a]s, where A;s= H (2)

s —s
sES s’€S\s

For a prime ¢ we extend the secret sharing to elements a = Zie[d] a;- X' € Ry ~
Z4[X]/(X% + 1) by sharing them coefficient-wise over the field Z,.

2.2 Cryptographic Primitives

In this section we define the syntax and the security properties of all crypto-
graphic primitive used in the paper.

Definition 1 (Digital Signature Scheme). A digital signature scheme a
triple of PPT algorithms SIG = (SIG.Keygen, SIG.Sign, SIG.Verify) where

1. SIG.Keygen(1%) — (sk,vk) takes as input the security parameter and outputs
the signing key sk and the verification key vk.

2. SIG.Sign(sk, msg) — sig takes as input a message msg € {0,1}" and the
signing key sk and outputs a signature sig.



3. SIG.Verify(vk, msg,sig) — b takes as input the verification key vk, a message
msg € {0,1}" and a signature sig, and outputs a bit b = 1 if the signature
and message pass the verification and b = 0 if they do not.

Definition 2 (IBE with Threshold Key Generation). An Identity-based
Encryption Scheme with Threshold Key Generation is a tuple of PPT algorithms
TIBE = (TIBE.Setup, TIBE.Encrypt, (TIBE.ShareExtract,.),., TIBE.Combine) s.t.:

1. TIBE.Setup(1%) — (ek, {dk;};c ) takes as input the security parameter, and
outputs the encryption key ek and N decryption key shares {dk;},;c -

2. TIBE.Encrypt(ek, id, msg) — ct takes as input an encryption key ek, identity
id and message msg. It outputs a ciphertezt ct.

3. Forr € {1,...,rounds}, TIBE.ShareExtractr(id,act,dki,{contribm}?iia) —
contrib; . takes as input an identity id, the set of active participants act, a de-
cryption key share dk; and contributions from previous rounds {contriby ; }fi;ﬁ
It outputs a contribution of the current round contrib; ..

4. TIBE.Combine(ct, id, act, {contribiyr}iyr) — msg/L takes as input a set of

active participants act, their key share contributions {Contrlbi""}:‘iarzundy

identity id and a ciphertext ct. It outputs a message msg or an error L.

an

Definition 3 (Threshold Key Encapsulation Mechanism). A threshold
key encapsulation mechanism (TKEM) is a tuple of PPT algorithms TKEM =
(TKEM.Keygen, TKEM.Encaps, (TKEM.ShareDecaps,.),,, TKEM.Combine) s.t.:

1. TKEM.Keygen(1%) — (ek, {dk;},c ) takes as input the security parameter. It
outputs the encapsulation key ek and N decapsulation key shares {dk;};c -

2. TKEM.Encaps(ek) — ct, K takes as input an encapsulation key ek. It outputs
a ciphertezt ct and a session key from the key space K € K.

3. Forr € {1,...,rounds}, TKEM.ShareDecaps, (ct, act, dk;, {contrib; ;}, ) —
contrib; .. takes as input a ciphertext ct, a set of active parties act, a decapsu-
lation key share dk; and all contributions by parties in act up to the current
round r. It outputs a contribution contrib; . for the current round.

4. TKEM.Combine(ct, act, {contribivr}i,r) — K/ 1 takes as input a ciphertext ct,
a set of active parties act and their contributions {contrib; ;. } It

outputs a key K or an error message 1.

i€act,r<rounds”

Remark 1. We assume that TIBE.Setup (or respectively TKEM.Keygen) is run by
a trusted authority which then distributes the keys among the parties via a secure
channel. Then TIBE.ShareExtract (TKEM.ShareDecaps) is run interactively and
as a result each party computes a decryption (decapsulation) share. Lastly the
decryption shares are either sent to a single party or broadcast to all participants
to decrypt the message by running TIBE.Combine (TKEM.Combine).

Definition 4 ((Q,¢)-sEU-CMA Security). A signature scheme SIG satisfies
strong EU-CMA if any PPT adversary A that makes at most QQ signing queries
wins Expf’%igMA(l”) (see Figure 1a) with probability at most €. When Q =1 we

say that SIG is an e-sEU-CMA one-time signature scheme.



X 4E "N 1)

(sk,vk) < SIG.Keygen(1")
(msg*, Sig*) — ASIG4Sign(sk,~)(vk)

Let {(msg;, sigi)}?;o1 be the list of A’s oracle queries
return (SIG.Verify(vk, msg*, sig*) = 1) A (msg*,sig") ¢ {(msg;,sig;)}*"

(a) The (Q, €)-sEU-CMA security game

I-ID-IND (1 &
EXPSf\,TlBE (1 )

(id*, cor) + A
assert |cor| =T — 1
(ek, {dki};cn) < TIBE.Setup(1”)

(msg,, msg, ) o
<_./4TIBE.ShareExtract(<,|d),|d;£|d ({dkz} )

b+ {0,1}

ct® = TIBE.Encrypt(ek, id*, msg,)

b/ — ATIBEShareExtract(»,id),id;&id* ({dkl} )
return (b =1b')

EXPSA?#%EM (1)

cor < A

assert |cor| =T —1

(ek, {dki};c ) ¢ TKEM.Keygen(1%)

1 ¢ ATKEM.ShareDecaps(-) ({jjc,} )

(ct*, Ko) = TKEM.Encaps(ek)

K+ K

b+ {0,1}

b ATKEM-ShareDecaps(ct, ) ctet” (o4 )

return (b =1b')

(b) TIBE selective-ID security

(¢) TKEM selective security

EXps«ZI,_ITEI)égW(lN) EXP,CAE,)TKEM (1%)
(id*,cor) «+ A cor +— A

assert |cor| =T —1

(ek, {dki};cn) < TIBE.Setup(1”)
ATIBE.ShareExtract(»,id),id;tid* ({dk} )
msg* « {0,1}%

ct™ = TIBE.Encrypt(ek, id*, msg*)

msg < ATIBE. ShareBxtract(-,id),id#id™ ({dki},,» ct™) K1 = TKEM.Combine(ct, act’, S")

return (msg = msg”™)

assert |cor| =T —1

(ek, {dki};cn) < TKEM.Keygen(1")

(ct,act,act’, S, 9")
<_ATKEM.shareDecaps«)({dki}_e )

Ky = TKEM.Combine(ct, act, S)

return (Vi: K; # 1) A (Ko # K1)

(d) TIBE Selective-ID One-Way Security (e) TKEM Decapsulation Consistency

Fig. 1: Security games
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Definition 5 (Selective-ID/CCAZ2 Security). We say that a TIBE (resp.
a TKEM) scheme achieves selective-ID indistinguishability, selective-ID one-
wayness (resp. selective-CCA2 security) if no efficient adversary against the
game in Figure 1b, Figure 1d (resp. Figure 1c) has a non-negligible advantage.

We denote the probability of winning this game for an adversary A as Adviﬁ[’Tl?é'END,
I-ID-OW CCA2
Adviel,TIBE (resp. Adv 3 Ticem)-

Definition 6 (Correctness). A TKEM scheme is 0-correct if for every message
msg, every key set (ek,{dk;};cn) and every set act of decapsulators over the
randommness of the honest encapsulation and decapsulation procedures

Pr (TKEM.Combine(ct, act, contrib) = msg) > 1 —4¢

ct,contrib

Jj<r

where we denote ct := TKEM.Encaps(ek, msg) and contrib := {contrib; ;}:=

from the partial decapsulation procedure.

Definition 7 (Decapsulation Consistency [BBHO06]). We say that a TKEM
scheme satisfies Decapsulation Consistency if no PPT adversary can win the CD
experiment in Figure 1e with a non-negligible probability. We write Advi'?TKEM
for the probability of winning the game for an adversary A.

Remark 2. We slightly modify the definition of Decryption Consistency of Boneh,
Boyen and Halevi [BBHO6]. As opposed to [BBHO6], now the Adversary only wins
if they can decrypt the ciphertext to two different valid messages. Note that this
change reflects that our construction is not robust, nor it has identifiable aborts.
The adversary is always able to make the decryption fail by providing an invalid
decryption share.

Definition 8 (v-spread IBE adapted from [HHK17]). Let TIBE be a Thresh-
old IBE scheme defined in Definition 2 and let K, M,Z,C denote the sets of

valid encryption keys, messages, identities, and ciphertexts respectively. For given

ek € £, msg € M, id € T we define the min-entropy of the ciphertext as

v(msg, id, ek) := —log maxccPrrand(ct = TIBE.Encrypt(msg, id, ek; rand)).
For v > 0 the TIBE is y-spread if for every tuple (msg,id, ek): v(msg, id, ek) > ~.

2.3 Lattices

A lattice A is a discrete additive subgroup of R™. It is usually defined as all
integer linear combinations of a set of vectors by, ..., b, € R™ that are linearly
independent in R™. The matrix B = [by, ..., b,] is called the basis of the lattice
and we write A = A(B). For a full-rank lattice det(A) = det(B). We call m
the lattice dimension and n its rank. For a lattice A we define its dual lattice as
A* = {y € spang(A4): (y,x) € Z Vx € A}.

For A € R}*™ we also define the g-ary kernel lattice A, (A) = {7(y) | y €
R™: Ay = 0mod g}, for t € Ry and x¢ € R™ : A - x¢ = t mod ¢ we denote
a lattice coset that maps to t as Af(A) == Ay (A) 4 7(x). Lastly a g-ary span
lattice is defined as A,(AT) = {7(y) |y € R™: 3s € R" s.t ATs =y mod q}.

11



2.4 Gaussians
Let ¢ > 0 and x,c € R™. We define the Gaussian mass function as
2
Ps.c(¥) = exp(—m - [x —¢[7/<?).

The Discrete Gaussian distribution over a full-rank lattice A C R™ with centre
c € R” and parameter ¢ > 0 is defined as

Ps,c(X)

Zze/l Pec(2) .

Lemma 3 ([Ban93, Lemma 1.5]). Let m > 0 be an integer, ¢ > 1//2m,
¢ >0 and A be an m-dimensional lattice. Let x <~ D, . Then

Vx € A:Dyce(x) =

Pr(||x]| > c¢-c-v/m) < C™
where C = c-\/2me-e= < 1. In particular for ¢ = 1: Pr(||x|| > ¢-y/m) < 272m.

Lemma 4 (Adapted [Pei08, Corollary 5.3]). Let A be an m-dimensional
lattice. Then for any < > 0 it holds that

—k?

Pr(||x[|,, ><-k|x < Dac) <2m-e

Lemma 5 (Implicit in [MRO07, Lemma 4.4]). Letn > 1 and A be a full-rank
n-dimensional lattice. If ¢ > n.(A), then pc(A) > #&) (1—¢).

For ¢ > 0 and a lattice A, the smoothing parameter 7.(A), first defined by
Micciancio and Regev [MRO07], is the smallest ¢ > 0 such that p; . (A*) <1 +e.

Lemma 6 ([GPV08, Lemma 3.1]). For ¢ > 0 and a full-rank basis B €
Rnxn‘.

1:(A(B)) < |IBllgs - vIn(2n(1 + 1/¢) /7)

Lemma 7 (Adapted [GPV08, Lemma 5.2 (eprint)]). Let 0 <n < m and
q be integers and let s, e > 0. Sample A RyX™~" and set A = [I | A]. Assume
that < > n-(Af(A)). Then for e <— Dgm ¢ the distribution of u = A - e mod ¢
is within statistical distance 2e of uniform. Moreover, for fivred u € Ry and
A € Ry*™. We have

{e < Dgm | A -e=umodq} = DA;(A),c-

Lemma 8 (Explicit form of [LPR13, Theorem 7.4 (eprint)]). Let F =
[1ab] where (a,b) «~ R%, ¢ > 2 and § > 0 s.t. 220 > 2791 4 64>, Then with
probability at least 1 — 274+9

To—d+s (Aj(F)) < od - gl/3+1/3d,
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Lemma 9 (Implicit in [CHKP10]). Lete € (0,1/2), and n,mg, m1 > 0 be in-
tegers such that n < mo+my. LetF = [Fq | F1] € RZ}X(’”O*’””, t € Ry. Let 3 €
Rdmoxdmo 33, ¢ RIM1xdm1 pe positive definite such that smin(21) > 1.(F1). De-

note X = {20 0

0 } . Then the following distributions are 2e-statistically close:
1

Dy = {(LX) — DA;(F),z}

D1 = {(2.%) | 2 ¢ Drs 3y, %X < D jorore ) 3, |
Lemma 10 (Adapted [MP12, Theorem. 5.5 (eprint)]). Let0 < n < m be
integers, ¢ € (0,1/2) and q be a prime number. Let Ag € Ry*™, H € (Ry™")*
and R € R"*™. Let G € Ry*™ be the gadget matriz, F = [Ag | —A¢-R+H-G]
and t € Ry. And

> 27 (JRJ? +1) - n(R™).

Then there exists an efficient algorithm we denote SamplePreMP (Ao, R, H, G, t,¢)
that returns x such that
SD(X7DAZ(F),<) < 4e.

Lemma 11 ([GPVO08, Theorem 4.1 (eprint)]). Let 0 <n < m be integers,
e € (0,1/2) and q be a prime number. Let A € R}*™ and Ty € Z4m*4m 1.
rot(A)-Ta =0mod q. Let t € Ry. And

<> [[Tallgs - n-(R™).

Then there exists an efficient algorithm we denote SamplePre(A, T 4,t,<) that
returns x such that
SD(X,DA;(F)7§) < O(E)

Lemma 12 (Adapted [KY16, Lemma 1]). Let m > 0 be an integer, € €
(0,1/2) and q be a prime number. Let ¢ > /2 - 1-(R™) and ¢’ > 2|R|| - <. Let
b € R™ and R € R™*™ be arbitrary and let x < Dpm . Then there exists
an efficient algorithm ReRand(R,b + x,¢’,<) that outputs b’ = Rb + x’ where
SD(X/,DRm,gl) < 6e.

2.5 Hardness Assumptions

We recall the Module-NTRU assumption by Chuengsatiansup et al [CPST20].
While [CPST20] did not formally define it, Definition 9 formalizes a number of
assumptions made in [CPST20].

Definition 9 (Module-NTRU, adapted from [CPS"20]). LetGS SLACK >
1. Let D be the distribution over R™ x (R™*™)* defined as follows: V1 < i < m,
the i-th row of [g F] ~ D is sampled from a discrete Gaussian Dpm+i1 , with

S = % g/ | conditioned on F being invertible. A ModNTRUR. 4.,

instance is a vector h € R™ s.t. h = F~' . gmodq for (g,F) < D. The
ModNTRUR ¢.mm assumption stipulates:
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1. A ModNTRUR 4.m instance is pseudorandom over Ry".
2. With probability £2(1), a pair (g,F) < Dy can be completed into a trapdoor
Ty for [1 h'] that satisfies:

| Thllgs <GS SLACK - ¢!/ M+, (3)
[1h'] - T, =0 mod q. (4)

In particular, this implies the existence of a PPT algorithm TrapGenNTRU(\) that
generates a pseudorandom ModNTRUR 4, instance along with a trapdoor satis-
fying Item 2. Note that [CPST 20] (implicitly) assumes that the ModNTRU g, ¢.m
assumption holds for (m,Gs_sLACK) € {(1,1.17),(2,1.17),(3,1.24)}.

Remark 3. Combined with Lemma 11, the ModNTRUR . ,,, assumption implies
that T}, is an Ajtai trapdoor for the matrix H = [1 ht] and the SamplePre(+)
algorithm allows one to efficiently sample x ~o(.) D AL(H),E for any t € R, and

3 such that spin () > GS_SLACK - ¢/ +1) . p_(R3)

We rely on the Hint-MLWE assumption, introduced by Kim et al. [KLSS23].
More specifically, we use a variant by Esgin et al. [EENT24], recalled in Defini-
tion 10. While the distribution of the c;’s in Definition 10 may seem artificial,
it is a natural byproduct of the signing procedure used in [EENT24], which we
re-use in this work.

Definition 10 (Hint-MLWE). Letm > 0, ¢ > 0 and ¢ be integers, and ¢, s, >
0. Let A <~ R»*". The Hint- MLWE” problem requires the Adversary to

R,n,m,q,s
distinguish dzstmbutwns Dreals Dideal where s < Dpn ¢, € < Drm ¢ and:

Dreal = {<A7 b=A"-s + e, {Cia Zl}f;é) | {Ciazi}i — P(S,e)},
Digeat = { (A, b, {e,2:}(2) | b = R {ei,z:), < Pls,e)
where the distribution P(s,e) is described in Figure 2a.

When the adversary receives no hints (¢ = 0) in Definition 10, we recover

the MLWER 5, .. problem. We note Hint-MLWEZ%" = Hint- RLWEf;;;’fZ

When (4,n) = (0, 1), we recover the Ring-LWE problem RLWER ,, 4.c. In [KLSSQ3
EENT24] the standard hardness of Hint-RLWE for ¢ > 1 is proven. We recall
the reduction in Lemma 13. Note that there is a factor 2 in the formula for <2a

which seems to be an artifact of the proof, as is clearly the case when takmg

£=0.

Lemma 13 (Theorem 1 and Lemma 2 from [EENT24]). Assume { =

w(kdlogd)?, and let Bune = 22 where M = 2[ ] +1. Let 6,6,6p > 0

such that (% =2 (%2 + W) If 50 > V21(Z9) for 0 < € < 1/2, where
0 P

ne(Z%) is the smoothing parameter of Z2, then there is an efficient reduction from

RIWER m,q.c, t0 Hint-RLWEf%’ffn’faq’g that reduces the advantage by at most 4e.
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P(s,e)

Pcond (S, E)

Vi:ui<—Rfln

Vi:u; < Ry
(co,isc1,i) = Decompg(u;)

(Po.i,P1.i) ¢ Dpnim g, (co,i,c1,;) == Decompg(u;)

(Pir X3) =D jri=A0®) Tes (4 (B)1Ag))

s
z; = “Co,i + Pi
{e] 0P z; =T ¢c; +p;

return {(c; = (co,i,¢1,i),%)}; return {c; = (co,i,c1,i), (24, Xi) },

(a) Hint distribution for Hint-MLWE  (b) Hint distribution for Coset-Hint-MLWE

Fig. 2: Hint distributions

3 The Coset-Hint-MLWE Assumption

In this section, we formally define the Coset-Hint-MLWE assumption. Intuitively,
the hints component p;; in this new problem is sampled from a lattice coset
dependent on c¢;, as opposed to the whole ring. One might think that this leaks
more information about the MLWE secret, we prove that this is not the case by
constructing reductions from the Coset-Hint-MLWE to standard assumptions.

Definition 11 (Coset-Hint-MLWE Assumption). Let 0 <n < m < m/
and £ > 0 be integers, q an integer and ¢,cp > 0. Let A < R"™™ and Ay <
R;"X’”/. Let {ri}f:é be arbitrary vectors in R . The Coset-Hint-M LWE;{ridssp

’
R,n,m,m’,q,s

problem requires the Adversary to distinguish Dyeal and Digeal, where S < Dpnxm ,
E < IDanxrn’c and.'

Dreal = {(AyB =A-S+ E7 A2a {Cia (ZZ,XZ)}f;S) | {Cia (Zivxi)}i — Pcond(sa E)}v
Digeat = { (A, B, Az, {ei, (20 %) }20) | B = B {es, (26,%0)}, = Peona(S.B) |

ETSTI,
where Ag(B) = [I, | A|8-1,, — B], TT = |:Im, 0 0”

Peond(S, E) is described in Figure 2b.

}, and the distribution

Remark 4. In fact, to construct the matrix Ay(B) we require a multi-secret
version of MLWE with S € R*"*™ and E € R™*™. In our TKEM construction
we use n =m = 1.

Remark 5. Note that the hint distributions of the two problems differ only in the
sampling of p;. Now if we sample vectors {r;}, in Coset-Hint-MLWE uniformly
at random we get distributions

Dy = {{(p’iaxi)7ri}ie[€] | v < Ry, (Pi,X;) < DA;i([AU(B)\Az]),gp}

Dy = { (i xhtidicgg | (%) = Do = LAa(B) 2] - ()]

X4
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for p; in Peona and P accordingly. If ¢, > n.(A7 ([Ao(B) | As])), by Leftover
Hash Lemma in Lemma 7 the distributions D, and Dj, are statistically close.
Hence, we recover the usual Hint-MLWE assumption from Coset-Hint-MLWE
up to a negligible statistical distance when {r;}, are uniform®.

When {r;}, are fixed as in Definition 11 we need a more complex argument to
reduce Coset-Hint-MLWE to standard assumptions.

Theorem 1 (Hint-MLWE + Trapdoor Sampling < Coset-Hint-MLWE).
Let 0 <n<m <m, £ >0 and q be integers. Let ¢,B > 0 and € € (0,1/2).
Assume that there exists a PPT algorithm (Az,Ta,) < TrapGen(1}) such
that Ay € R™™*™, Ta, € R™*™ s full-rank, Ay - Ta, = 0mod g and
ITa,llgg < B. Let g, > B - n-(R™). For any PPT adversary A:

/ Hint-MLWE}; 7"
AV_A(Dreats Didear) < 2-Adv.a, (Ag, U(RI™ ) m-Adv iy 0 o 40 O(e)

where algorithms Ay and As run in approximately the same time as A.

We instantiate the statement above with the ModNTRU assumption.

Corollary 1 (Hint-MLWE 4+ ModNTRU < Coset-Hint-MLWE). Let
n=m=1m =3, ¢ >0, q be integers, and ¢ > 0, ¢ € (0,1/2). Let
§p > 1.17 - ¢'/3 - (R®). Then for a PPT adversary A:

Hint-RLWE ;;°?>”
AdVA(Dyeats Digeat) < 2 AR 02 () 4 Adyy " E R L0 () 0. O(e)

where Ay and As run in approximately the same time as A.

Proof (of Theorem 1). We consider a sequence of six hybrids. Differences between
consecutive hybrids are highlighted in green. T is defined as in Definition 11.

Hyby = Dreal : The original distribution can be written as follows.

Dreal 1 A+ R Ay R
S < Dgnxm ¢, E < Drmxm ., B=A-S+E
Ay=A¢B):=1[,|A|3 1, —B]|
F = [Ao | AQ]

Vi : u; < R, (co,i,€1,4) = Decompg(u;)

(pi7 X’L) «— DA;z‘*AO'T'Ci (F),sp

zi=T-c;+p;

5 The values Ag, {x:} do not contain any additional information on the secret anymore
and can be dropped from Dreai and Digeal -
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Hyb; : In the first hybrid we introduce the trapdoor for A,. By definition:

AdV(Dyea, Hyb;) < Adv(As, U(RE™™)).

Hyb, : A« RI*™, (Ay,Ta,) < TrapGen(1*)
S <+ Dgnxm ¢, E < Dgmxm ,B=A-S+E
Ag=AyB) =L, |A|B 1, - B]
F = [Ao | AQ]

Vi : u; < R}, (co,i;c1,;) = Decompg(u;)

(pi7 XZ) — DA;z_AO'T'Ci (F),sp

z;=T-ci+pi

Hyb, : We now sample p; as a spherical Gaussian. Since ¢, > || Ta,[|og e(R™),
it follows from Lemma 6 and Lemma 9 that:

SD(Hyb,, Hyb,) < 2/e.

Hyb, : A < RIX™, (A3, Ta,) < TrapGen(1*)
S ¢« Dpuxm o, B ¢ Dpmxn ., B=A-S+E
Ay=A¢B)=1[,|A|B 1, B]
F:=[A) | Aj]

Vi u; < R, (coi,c1,:) = Decompg(u;)

Pi < DR2m+n,§p, X; < DA;i—AO-(T-ci—pi)(A2)’§p

z;=T ¢, +p;

Hyb; : We now sample the x; using the trapdoor for A,. Note that now all
random variables in Hyb; can be sampled in polynomial time. We have:

SD(Hyb,, Hybs) < 2¢0(e).

Hybs : A« R;™™, (A2, Ta,) < TrapGen(1*)
S <~ Dgnxm ¢, E < Dgmxm ., B=A-S+E
Ap=AyB) = [Im|A|ﬁoIm—B]
F:=[Aq | Aj]
Vi : u; < R, (co,i,c1,i) = Decompg(u;)
Pi < Dpremin ¢, X; < SamplePre(Ag, Ta,,r; — Ag - (Tc; + pi), <p)
z;, =T c; +p;

Hyb, : Between Hyb; and Hyb, we invoke Hint-MLWE;»# m times.

R,n,m,q,s
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Hyb, : A« RI™™, (A3, Ta,) < TrapGen(1*)
B+ R"™™, S < Drnxm ¢, E = Drmxm ¢
Ag=AyB) =L, |A|B 1, - B]
= [Ao | A2]
Vi : u; < R, (co,i,c1,i) = Decompg(u;)
Pi < Dromin ¢, Xi SamplePre(Ag, Ta,,r; — Ao - (Tc; + pi),Sp)
z;=T-ci+p;

For the j-th column of matrix B, j € [m] we define the following transform.
Before the transformation the j-th column is equal to b)) = A . s() 4 (@)
where s¥) and eU) are the j-th columns of S and E accordingly. After the

transformation b() « R7" and the remaining values stay unchanged.

£,5p,B
R,n,m,q,s

ARNS RQ)}} is the Hint-MLWE instance
7

This jump can be reduced to solving a Hint-MLWE instance. As-

sume that {A,b ,{( (cg),c&))
received from a challenger. We set A = A b@ = bl the first coordinates
of cg,; and c;; are now equal to c(Jz and ¢ c ' accordlngly the remaining coordi-
nates are sampled as before. For the matrix T we set the j-th column to 0 and
sample all other columns as before. Then z; := T - ¢; + Z(J) + (0™*7||py) with
p2 ¢ Dgm ,. Following the definition of the Hint-MLWE problem if b@) is an
LWE sample we have the distribution before the transformation and if bU) is

uniform it is the distribution after. After m such transformation for j € [m] we
get Hyb, distribution.

? ’L

Adv(Hybs, Hyb,) < m - Hint-MLWE% "

R,n,m,q,c"

Hyby : Lastly, we remove the trapdoor from A, the simulation of the Gaussian
distribution and the split sampling to get back to Hyby = Digeal.

Hybs : A « R*™, Ay« R
B <_ RZ’LXm7 S <_ DRnXm7§,E F DRmeS
Aop=A¢B):=[L,|A|B-1L,—B]

F = [A(] | AQ]
Vi : u; < R, (coi,c1,:) == Decompg(u;), a; == AgTc;
(Pir Xi) D pri=es (a0 () Asl) 5y
zi=T-c;+p;
We have: Adv(Hyb,, Hybs) < Adv(As, U(RI<™)) + 200(c) + 2. 0

4 Our TKEM Construction

In this section we describe the modified BCHK transform and its required build-
ing blocks. Our TIBE builds on the Agrawal-Boneh-Boyen IBE [ABB10] and
on the Plover signature [EEN*24]. For the one-time signature we take WOTS™
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defined in Section A. The security proof of the TIBE uses techniques from del
Pino et al. [DKM™24] and improvements by Katsumata, Reichle and Takemure
[KRT24].

4.1 The BCHK+ Transform

We describe the BCHK+ transform in Figure 3 and highlight the tweaks we make
to the transform of [BBHO06]. The tweaks are based on the Fujisaki-Okamoto
transform [FO13] and its variants by Hotheinz, Hévelmanns and Kiltz [HHK17].
They are applied to guarantee the Decapsulation Consistency of the scheme, the
CCA security also holds without them.

TKEM.Keygen(1”) TKEM.ShareDecaps; (dk;, (ct, vk, sig)),j < r
({dki}ie[z\]]aek) < TIBE.Setup(1™) assert SIG.Verify((vk, ct,sig)) = 1
return ({dki};c(y;, ek) contrib; ; = TIBE.ShareExtract;(dk;, id = vk)

return contrib; ;

TKEM.Encaps(ek)

msg — {0,1}¢ TKEM.Combine({contrib; » }, ..., (ct, vk, sig))
rand = G (msg) assert SIG.Verify((vk, ct, sig)) =1

(sk, vk) < SIG.Keygen(1%) msg = TIBE.Combine(ct, vk, act, {contrib; - },)
ct = TIBE.Encrypt(ek, id = vk, msg; rand ) rand = Gf(msg)

sig « SIG.Sign(sk, ct) assert ct = TIBE.Encrypt(ek, vk, msg; rand)
K = Hio(msg||ct) K = Hp(msg||ct)

return (ct, vk,sig), K return K

Fig.3: Our BCHK+ transform. The major differences with the original BCHK
transform [CHKO04, BCHKO07, BBH06] are highlighted in green.

Theorem 2 (Adapted [BBHO06, Theorem 2]). Let TIBE be a threshold
identity-based encryption scheme satisfying Definition 5. Let M and R denote
the message space and randomness space of the TIBE, respectively. Let SIG be
a one-time signature satisfying esig-SEU-CMA and G, : {0,1}" — R and Hy, :
{0,1}" — K for some set K modelled as random oracles. Then TKEM as described
in Figure 3 is a CCA-secure TKEM with:

(QGFO + QHfo) )

AdviTRem (%) < esic + (Qai, + Q) - AdVETIBE  + =0
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Proof. First, we modify the CCA experiment in Figure 1c to add an abort con-
dition. We denote the new adversary’s advantage as €1. Here the encryption ran-
domness rand™ = G, (msg*) in the challenge ciphertext is sampled as rand™ «+ R
instead. These distributions are exactly the same as long as msg* has not been
queried to the Gy, random oracle. Given ct* the probability of querying msg*
to the G, oracle is equivalent to breaking sel-ID-OW security of the underlying
TIBE. Hence, the advantage is bounded as
AdviTikem (k) < €1+ Qg - AdVETIE -

We claim that €; < esi6 + @y, - Advfil’#[,)égw. Using A we build an adversary B
against TIBE. For the random oracles they are simulated by B that samples the
answers at random and maintains a list of queried inputs. In the experiment B
first samples (sk™,vk™) < SIG.Keygen(1%) and sets vk* as the challenge identity.
Then B relays the messages between .4 and the Challenger on the corrupt parties
and their keys with no changes. For every decryption query (ct, vk, sig), act of A
if SIG.Verify(vk, ct,sig) = 0 then B replies with L to A. Moreover, if a query has
vk = vk*, B aborts the experiment. Otherwise, B forwards (ct,id = vk, act) to
the Challenger and returns the reply to A.

When A is ready to receive the challenge B gets ct* = TIBE.Encrypt(ek, msg*)
corresponding to some msg* < M from the Challenger. Then 5 computes
ctiem = (ct*,vk™, SIG.Sign(sk™, ct*)) and K* < K and sends (ctiycgy, K*) to
A. The decryption queries after the challenge are simulated in the same way as
before. Lastly, A returns a bit b then B checks the list of queries in Hj, and
forwards msg* to the Challenger if (msg*, ct*) was queried.

We analyse the success probability of B. The decryption queries are simulated
perfectly unless B issues an abort. The first type of abort happens when A makes
a decryption query (ct,vk,sig) for vk = vk* either before or after the challenge.
It implies that sig is a valid signature for vk. In both cases this constitutes a one-
time signature forgery. Hence, the probability of this type of abort is bounded
by esiG-

If the abort condition does not occur the challenge value ctjxgy is simulated
perfectly. For the value K* the view of the Adversary is independent of whether
K* = Hg(msg*||ct*) or K* < K as long as H, is not queried on msg*, ct*. Hence,
winning the is equivalent to querying the pair msg*, ct* and that happens with
probability Qg - Advﬁ':T'?B'gW. Then

e1 < Qm, - Advfjt'T"?B'(E)W + Pr(abort) < Qp, - Advfj['T”,Dé(E)W e

Lastly, we use a folklore fact that IND-CPA security implies OW-CPA by sam-
pling the pair of challenge messages at random (see e.g. [Pas24, Tutorial 8]). This
technique applies to TIBE directly hence Advfﬁ[’T'?égW < Advfﬁ[}'?ég\m + 1/|M|.
Adding all advantage changes together we get the statement. a

We include the additional integrity checks after the reconstruction of the mes-
sage in order to satisfy Decapsulation Consistency. They follow ideas of the FO
transform variants described in [HHK17]. Intuitively, even though FO is difficult
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to thresholdise, after we have the message in the clear, the complications of the
threshold setting no longer apply.

Lemma 14 (Decapsulation Consistency). Let G, : {0,1}" — {0,1}" be
modelled as a random oracle. Let TKEM be the scheme obtained by applying
Figure 3. If the underlying TIBE is ~v-spread, then for any PPT adversary A:

< Qa. - (Qae — 1)
2

cD _
AdV 1 TkEm 277

where Qg,, s the number of queries A makes to the G, random oracle.

Proof. If the Adversary wins the game in Figure le with a tuple ((ct, vk, sig), act,
act’,S,S5’). Then the decapsulation returns two valid keys Ko # K;i. If the
messages reconstructed as msg; = TIBE.Combine(ct, vk, act’, S") and msg, =
TIBE.Combine(ct, vk, act, S) are the same, by Figure 3 the corresponding keys
are the same as well. Since K; = Hy,(msg;||ct), this implies that there exists a
pair of valid messages msg, # msg; for which the following holds:

msg, :=TIBE.Combine(ct, vk, act’, S’)

msg, :=TIBE.Combine(ct, vk, act, S)
ct :=TIBE.Encrypt(ek, vk, msg,; Gro(msg,))
ct :=TIBE.Encrypt(ek, vk, msg;; G, (msg;)).

In particular it implies that A% can compute (ct, vk, msg,, msg;) such that

ct = TIBE.Encrypt(ek, vk, msgg; G (msg)) (5)
= TIBE.Encrypt(ek, vk, msg,; Gt (msg,)).

We simplify the winning condition of the Adversary to only require a tuple
(ct, vk, msgy, msg,) that satisfies Equation (5), this can only increase their ad-
vantage. For a given tuple (ct, vk, msg,, msg; ), we consider two possible cases:

1. If either of the messages (e.g. msgy) has not been queried to the Gy, oracle
the winning probability is bounded as

Pr(TIBE.Encrypt(ek, vk, msgy; Gt (msgg)) = ct | Gr(msg,) + {0,1}") <277,

2. Otherwise, if both messages were queried before the probability that at least
two of them have colliding ciphertexts satisfying Equation (5) is bounded by

_ QGfo ) (QG(Q - 1)
N 2

Pr(3i# j € [Qg,) st.cti =ct;) < Y i-277 277,

1€[Qay, ]

The Adversary’s advantage is bounded by the maximum of both probabilities.
O
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4.2 Our TIBE construction

Let Heme(-) : Ry — {0,1}%" and Hpag(+) : {0,1} — R? be hash functions
modelled as random oracles.

Public parameters. These include (A, A1, As, G,r, N,T), where N is the overall
number of parties in the protocol and T is the threshold on the number of parties
required for decryption. We explain how each matrix is used in more detail.

1. Ay is a matrix with trapdoor @ la Eagle [YJW23] or Plover [EENT24], mul-
tiplied by an invertible element of R,. We need dj since Ay is a part of
the MLWE sample that masks messages and has to look uniformly random.
The parameter 8 € Z can be set arbitrarily and impacts the quality of the
trapdoor.

Ay = [1 ao bo] -dg, where dg,ag <+ qu X Rgs Sas€a < Dre, (6)
and by = (ag - S + €,) — B for some § € Z

2. Ay Rg is a uniformly random matrix.

3. Ay is uniformly random with the first element equal to 1. This is because we
embed a ModNTRU trapdoor in A in the proof. We further multiply it by
a unit tag dy since A, is also used as part of the MLWE sample that masks
messages.

As=[lay by -dy, where dy, az,by+ R} x R2 (7)
4. G is a gadget matrix as introduced by Micciancio and Peikert [MP12].
G=[lgg?], where g~ q'? (8)
5. 7+ Ry is used as a target for preimage sampling.

Identity Embedding. The set of identities of our TIBE scheme coincides with the
set of signature verification keys of the corresponding TKEM we denote Sy 5.
Let E : Syx — R, denote an embedding map from the set of identities Sy of
the TIBE into ring elements. For the security proof to work this map has to
satisfy Vvko # vk; : E(vko) — E(vk;) € Ry. Hence, we choose the ring R and
modulus ¢ such that Ry ~ Fg o x Fy/o, let f: Ry — Fq/9 X Fq/9 denote the said
isomorphism.

We require that |Sy| < q%?, then we pick an arbitrary efficient embedding
Ep from Sy to Fg/5 \ {0} e.g using binary representations of the polynomial
coefficients. For vk € Sy we define E(vk) := f~1(Ep(vk), Ep(vk)). Then Vvkq #
vki @ Ep(vko) — Er(vki) # 0 implying that E(vkg) — E(vkq) is a unit in R,.

Encryption procedure. In the encryption procedure, the encrypter constructs a
public matrix [Fid T] for the identity id. Then they generate a Lindner-Peikert
[LP11] style ciphertext (u,v) for the public key [F;d r] and the message msg.
This is described in Algorithm 4.

5 When instantiated with WOTS™ the verification key is a binary string of fixed length.
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Decryption procedure. In the decryption procedure, the parties jointly compute
a vector Z = [z Xo X1 such that Fig - 27 = r. They then use z to perform a
Lindner-Peikert style decryption procedure, by computing v —z-u and decoding
it to recover the message. This is described in Figure 5.

The TIBE is formally described in Figures 4 and 5. For clarity of reading, we
assume that the state of party ¢ contains (i) the secret key share of 4, (ii) all
contributions of all parties up to the current round, (iii) the values privately
generated by ¢ during previous rounds.

5 Threshold-CCA Security Proof

We use the matrix R sampled as below to introduce a Micciancio-Peikert trap-
door [MP12] into [Ag | A] as in Lemma 10. Hence, the quality of preimages
sampled using R depends on its norm we upper bound below.

Lemma 15 (Norm bound on R.). Let R =Z[X]/(X?+1). Let

€1 €2 €3
R = |s1 52 53| where e, s; < DR cuwe
000

Then:
Pr(|R|| > V6 -d - srwe) < 6-2712%

Proof. The spectral norm of R does not change if we remove the last all-zero

€1 €2 63] Then:

row of the matrix. Denote R’ = [
S1 S2 S3

3 3
R[] < [[rot(R) || = | d <Z||ei|2 + Z||3i||2> < \/d- Shuwe - 6d = V6 - dsruwe
i=1 i=1

The last inequality holds by Lemma 3 with probability at least 1 —6-2712¢, O

We prove the Selective-ID Security of the TIBE scheme in Section 4. Then the
CCA Security of the TKEM follows by Theorem 2.

Theorem 3. Let TIBE be the scheme defined in Figure 4 and Figure 5. Sup-
pose that the space of identities is bounded as |Sig| = |Sw| < q¥?. Let R =
Z[X)/(X%+1) be a ring of degree d, q be a prime number s.t. Ry ~ Faso x Fgya.
Let 6, GRIWE;Sa; B3>0, £ € (0,1/2), 6 > 0 s.t. 220 > 279+ 1 642, Suppose that:

¢ > 1:(R?) (9)
¢ >2V6-d- srwe - © (10)
gp > 2d . q1/3+1/3d (11)
¢ > 1.17¢Y3 - n.(R®) (12)
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Algorithm 1 TIBE.Setup(1*) — ek, {dki}z‘e[N}

1: do,a0 < Ry X Ry

- (8a,€a) < Dp2 g,

3. Ag == [1 ao bo} - do, where by = (ao - $¢ +€4) — B
1: A1 <—R2

5. Ag = [1 as bg} - da, where da, az, by < Ry X Rg
6: G:= [1 g 92] where g ~ ¢'/®

[

7T Rq
8: ek = (A07A17A23G5T)
9: Vi € [N] : dkz = (ﬂsa]]i7 Heaﬂi) - (T, [‘\;) sharing of sq, €q

10: return ek, {dki};c

Algorithm 2 Encode(msg = (bg,...,b4—1)) = M € R,
1 return M =37, bi - [q/2] X1

Algorithm 3 Decode(M =3 ;4 - X)) — msg € {0,1}%/ L

1: return msg = Zie[d] Lou,]qu

Algorithm 4 TIBE.Encrypt(msg € {0, 1}d, id = vk, ek) — ct

1. Fye = [A() | A — E(Vk) -G ‘ AQ} Fu € 'R,l" N
2: 8§ 4 DR7§
3 e < DR37§ X DRS,S-/ X DR37< e c '7—\’,‘/ J
i: €« Dp
5 u=FL s+e >ue R

6: v:=r-s+ e + Encode(msg)
7: return ct == (u,v)

Fig.4: TIBE algorithms for key generation, encryption and message encoding.
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Algorithm 5 TIBE.ShareExtracto(ct, vk, act, state;) — contrib; o/ L

[\V)

- (%4,0,Xi,1, Pi) < (Dgs . )?

»Sp

© Yi,0 = o - Pi,0 + Pi,1 mod g

yi1 = (A1 — E(vk) - G) - x4,0 mod ¢

cyi2 = A - x;,1 mod ¢

Wi = Yi,0 + Yi,1 + Yi,2

i cmt; = Hcmt(wi)

return contrib; o = cmt;

Algorithm 6 TIBE.ShareExtract; (ct, vk, act, state;) — contrib; 1 /L

return contrib; 1 = w;

Algorithm 7 TIBE.ShareExtract;(ct, vk, act, state;) — contrib; o/ L

[

. assert Vj € act \ {¢} : Hemt(w;) = cmt;
. ctnt = act||ct|[{cmt;, w;}

Jj€act
m; =) Hmask(seedij, ctnt) — 37 Hmask(seed; i, ctnt)

w = j€act wj

(co,c1) = Decompg(dy* - (r — w))

i 26,0 = Pi,0 + €0+ Aijact * [€alli + M0

Zil = Di,1 + €0 - Adjact - [Salli + M1
Zi2 = Di2
return contrib; » = (2, X4,0, Xi,1)

Algorithm 8 TIBE.Combine(ct, vk, act, {(z;,X;) };cace) — Msg/L

[

Tt o= W

R0 = ZiEact 24,0 +c
21 = i€act Zi,1
22 = ZiGact Zi,2 + ¢o
X0 = i€act Xi,0
X1 = 1€act Xi,1

N ka = [Ao | A1 — E(Vk) -G ‘ Az}
. assert Fy - [z X0 Xl}T =rA H [z X0 Xl} Hoo < B

. return msg := Decode(v — [z xo xl]T -u)

Fig.5: TIBE algorithms for threshold decryption.
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Then for any PPT adversary A:

AdvSDAND (1) < 3 Advly e () 4 2Ady N TRV 2 ()

. Qpec:sp:B
Hint-RLWE 2% "2 RLWER,7,q,¢
+Adv'y (k) + Advy, (%)

(QDec + QHcmt)2
22/€

+6-271

+ 6e + C2Dec O(E) +9- 2_d+6 . QDec +

+ QDec(QDec + QHcmt) + QH

L —d/2 mask
o—dtét2 2.7+ 8

where adversaries Ay to Ay run in approzimately the same time as A.

We give an overview of the proof hybrid by hybrid. The full proof can be found
in Section B.

Hyb,
Hyb,

Hyb,

Hyb3,4

Hyb;

Hybg g

Identical to the real experiment.

In this transition, the challenger changes the distribution of A; from uni-
formly random to A; = Ag-R+E(vk™)- G based on the challenge identity
vk™. This introduces a gadget trapdoor for the matrix [Ag | A; —E(vk) - G]
for every vk # vk™ by the properties of the embedding function. This tran-
sition relies on RIWER 1,¢,criwe-

We pick an arbitrary honest party h which we call the “last acting” hon-
est party. In this hybrid, the challenger delays sampling of (pp,Xp,0,Xn,1)
for h until the end of TIBE.ShareExtract;. This is done by programming
the random oracle Hcmi(wy). The programming is possible since wy, has
enough entropy, which is guaranteed by Equation (11) and Lemma 8. This
transition is statistical.

The following hybrids change the distribution of the masks m; to perfectly
uniform for all honest parties except h. This transition relies on Lemma 17,
that we borrow from [KRT24, Theorem 4.1]. The lemma requires all com-
mitments to have a unique opening which we enforce in Hyb;. We prove
that the statistical distance between these hybrids is negligible.

In this hybrid we change the simulation of honest party contributions in
TIBE.ShareExtract,. The shares of regular honest parties are replaced with
uniform values and the mask are computed accordingly. This relies on the
distribution of the masks from Hyb,. For the last acting honest party we
rephrase its contributions as a function of the main secrets s,, e, removing
the Shamir sharing. This change is syntactical and does not change the
Adversary’s advantage.

In Hybg — Hybg, we remove the trapdoor b = ags, + ¢, from Ay using the
Coset-Hint-MLWE assumption.

e In Hybg, we prepare the values dependent on (sq,e,) to follow the
Coset-Hint-MLWE distributions exactly. To do that we change the order
of sampling (co, ¢1) and (pn, Xn,0,Xn,1) and sample the latter vector in
two parts.
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e In Hyb,, we apply Coset-Hint-MLWE assumption and sample b < R,. It
is easy to see that the distributions in Hybg and Hyb, can be simulated
efficiently given a Coset-Hint-MLWE instance. Using Equation (12), we
also leverage Corollary 1 to break down Coset-Hint-MLWE in two more
standard assumptions, ModNTRU and Hint-MLWE.

e In Hybg we change the sampling of (pp, Xn,0,Xs,1) again to efficiently
simulate the preimages only given the MP12 trapdoor R for every
vk # vk*. In this hybrid and the next one, we require |Sy| < ¢%/? as
enforced in the conditions.

Note that now the matrix A is perfectly random.

Hyby In this hybrid, thanks to Equations (9) and (10), we can use Lemma 12 to
change the noise distribution of the challenge ciphertext in order to embed
an LWE sample with respect to Ay, As and r. The norm of the new noise
follows from Lemma 15. This change is statistical.

Hyb,o In the last hybrid we apply the RLWE assumption to the challenge cipher-
text. Since now the challenge plaintext is masked with a uniformly random
value the Adversary’s advantage in this experiment is 0.

We conclude the argument with an upper bound on the A’s advantage in the
initial experiment by tracing the change in the advantage after every transition.
The main security theorem is a direct corollary of Theorems 2, 3 and 6.

Theorem 4. The TKEM defined in Figures 3 to 5 is CCA secure with

CCA _ RLIWE R 1.q.c enTE
Advy Q(H) < 97128 . 3. AdV_A1 R,1,4,5RIWE (k) + 2AdVA: R ()
Hint-RLWE &Dec:<p 5
+ AdvAgt RLasa (k) 4 AdviL(IWERM«(K) e
(Qoec + Quin)*

+ QDecO(E) +9- 2_d+6 : QDec +

922K
Qpec(@pec + QHem) —d/2 @ Hpase —12d
+ o—dt5+2 T2 602

where adversaries Ay to Ay run in approzimately the same time as A.

6 Decapsulation Consistency

In a TKEM, we expect that if a valid message was recovered from the decapsu-
lation algorithm, it is equal to the message that was encapsulated in the given
ciphertext. There are 4 possible configurations for proving this property:

Honest ciphertext, and honest decapsulation shares;
Honest ciphertext, and malicious decapsulation shares;
Malicious ciphertext, and honest decapsulation shares;
Malicious ciphertext, and malicious decapsulation shares.

L
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Note that since our scheme is not robust, in any of the malicious settings (Items 2
to 4) the Adversary can force the decapsulation procedure to output L. When
both the ciphertext and the shares are honest (Item 1), we recover the Correct-
ness property from Definition 6. We prove that the TIBE in Figures 4 and 5
fulfils this property with overwhelming probability.

Theorem 5 (Correctness). Let B = dg,\d [%—‘ + 5/2 +,VTd, and
¢ =2v6-d-rwe <. If:

sVd+3dvVd (cB +(s+¢) cp\/ﬂ) <q/4, (13)

then the TIBE in Figures 4 and 5 is correct except with probability O(de™"%).
Proof. For any message msg and honestly generated ciphertext ct:
ct=(u:=Fy-s+ev:=r-s+¢e + Encode(msg)), vk,sig),

at the end of the honest decryption procedure (Figure 5), TIBE.Combine com-
putes a vector y = (29, 21, 22, X) € R? where:

20 = Cp - SqtC1+ ij,o, 21 =0Cp-€qt ij,l, Z2 =co + me

jE€act j€E€act j€act

Recall from Figures 4 and 5 that (sq,€q) ~ Dg2 ¢, and (Xi,0,X4,1,Pi) ~ (Dps o, )°.
It follows from (i) the triangle inequality and (ii) Lemmas 2 and 4 that:

< . .
leolloo < llco - sallog + lleallae + |32, Poo]| (14)

gdca\/ﬁ[qwﬂ + 8/2 + ,VTd=B (15)

except with probability < 4de~"¢. The same tail bound holds for ||z||_, and
|21 .- Similarly, we obtain x|/ < ¢,v/T d with the same probability. Then for

the decryption, by applying the triangle inequality in Equation (17), followed by
Lemmas 2 and 4 in Equation (17), we get:

[v—u” -y — Encode(msg)|| , = [|¢’' —e" - y],
< e lloe + €™ ¥l (16)
< 'l + lled -2, + [let - xof[, + [lez - xu[,
< ¢Vd+3dVd (§B+ (§+§’)cpm) (17)
<q/4

except with probability O(de™"%). Equation (13) allows us to conclude. O
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Theorem 5 also covers the setting of Item 2. Indeed, the checks of TKEM.Combine
imply that the shares reconstruct to y s.t. Fy -y = 7 mod ¢ and |y||, < B.
When these two conditions are satisfied, Theorem 5 guarantees correct decryp-
tion with overwhelming probability.

The settings in Items 3 and 4 translate into the Decapsulation Consistency
formally defined in Figure le. To prove it we lower bound the min-entropy of the
honest ciphertext in Lemma 16. Then Decapsulation Consistency of the scheme
follows from Lemma 14.

Intuitively, the BCHK part of our transform ensures that the adversary can-
not tamper with received ciphertexts, since they do not own the corresponding
signature keys. However, they are still able to craft their own malformed cipher-
texts (e.g. sending random (u,v) instead of the LWE samples) and this will be
detected by the honest parties. Hence, we additionally check the ciphertexts that
correspond to valid messages using the FO part of our BCHK+ transform. Since
this check is only preformed after obtaining a valid message, it does not need to
be thresholdised.

Lemma 16 (Honest Ciphertext Min-Entropy). Let TIBE be the scheme
described in Figures 4 and 5. If <,¢' > n.(R), it is y-spread with v = log(¢"® -
¢ (1 — )10y,

Proof. For a given msg € {0, 1}d, vk € Sy and the public parameters ek, the
ciphertext is of the form (u = FL - s+e,v = r s+ ¢ + Encode(msg)), where
s 4 D¢, €< Dps ¢ X Dps o X Dps ¢, ¢ < Dp are sampled at random. Let
p = Pre s ((u,v) = TIBE.Encrypt(msg, vk, ek)). For any (u,v) € Rg x R4 over
the randomness of e, s, e/ we have

p= Zfer/(e =u—-Fl -s.¢ =v—r-s—Encode(msg)) - Pr(s < Dr.)
sER

<> Pr(e=0,¢' =0)-Pr(s « Dpc) = Pr(e=0,¢' =0)
e’ ’

e,e’

1 1
= <
Pe(R)7 - per(R)® — ¢Td .3 (1 — )10

where the last inequality comes from det(R) = 1 and Lemma 5. O

7 Instantiation and Parameter Sets

Assuming the conditions of Theorem 3 are met, we recall that Advfj[#?é'END(ﬁ) is

upper-bounded as in Theorem 4. We now study each term independently.

RLWE. The hardnesses of RLIWER 1 ¢.cawe @a0d RLIWER 74 ¢ can estimated in a
straightforward way using standard tools such as the lattice estimator. If (k, d, q)
are fixed, then this fixes ¢ and sgiwe as well.
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Hint-MLWE. Next, we estimate the hardness of Hint—MLWEg?ffifoa. Following

Lemma 13, Hint-MUWER 7" > RIWER, 1, for & ~ 2(% + 2 ) and

Bhint ~ Qi’;igzqz. This encourages us to select S rather large, since the reduction
2 2

requires that Qpec = O (i;”) if we want ¢ = 2(1). We ignore the factor 2

in the reduction, since it seems to be an artifact of the proof. We then study
RLWER,1,4,c, as above.

ModNTRU. The best known attack against ModNTRUg ;=2 is described in
[CPST20]. Due to the extremely large modulus g, one may wonder whether over-
stretched NTRU attacks [ABD16, KF17, DvW21] may apply. A straightforward
application would not work, since existing works focused on the NTRU case
(m = 1). Assessing the applicability of this class of attacks to our case would
require additional work, which we believe to interesting and relevant future work.

Correctness. Finally, we study correctness via Theorem 5. Since the Hint-RLWE
reduction forces 8 to be very large, it holds that B ~ 3/2. For fixed d, the term ¢’
is essentially fixed by Equation (10). Since ¢ is also fixed (see RLWE paragraph),
we may simply increase ¢, and T as long as Equation (13) is satisfied.

Putting everything together gives us the parameter sets in Table 2.

Table 2: Parameter sets.

K T QDec‘ q d B8 Sa S Sp §RLWE‘ lek| |ct|
128 32 2% |2'% 4096 27 8 4 2" 4 |50KiB 450 KiB
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A Additional Preliminaries

Definition 12 (WOTS™ Signature Scheme [Hiil13], [HRS16]). Let n be an
integer indication the message length in bits. Let w > 1 be the integer Winternitz
parameter. Let [y = [ﬁ—‘, Iy = [%J +1andl =1 + 13, a > 0.
Let Fy = {fr :{0,1}" — {0,1}" | k € {0,1}"} and H, = {PRFseeq : {0,1}* —
{0,1}" | seed € {0,1}"} be two families of functions. Let Hmeg = {0,1}" — {0, 1}"
and Hyey : {0,1}" — {0,1}" be collision-resistant hash functions. Define the
chaining function for n > 0,z € {0,1}",k = (ko,...,kj—1) € {0,1}"7 r =
(ro,...,rj—1) € {0,1}"7 and i € [j]

fori=0:ci(x,r) =2,
fori>0: c};(x,r) = fk(cfﬂ:l(x,r) ;).

We define the WOTS.Keygen(1%), WOTS.Sign(sk, msg), and WOTS.Verify(vk, msg, sig)
algorithms of the WOTS™ signature scheme in Figure 6.

Theorem 6 (Implicit in [Hiil13, Theorem 1]). For parametersn = 256, w =
16, x = 128 instantiate

fr(x) = SHA2-256(toByte(0, 32)|| k|| )
PRFseed (y) = SHA2-256(toByte(1, 32)||seed||y)
Hpneg(m) = SHA2-256(toByte(2, 32)||m)
Hyey(k) = SHA2-256(toByte(3,32)||k)
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WOTS.Keygen(17) WOTS.Sign(sk, vk, msg € {0,1}")

sk = (ski,...,sk;) < {0,1}"*"  m = Hpsg(msg)

seed « {0,1}*" Decomp,, (m) = (m1,...,my)

vki = Hiey({cp " (ski,m)},_ ) chk= 0L, (w — 1 —mj)

return (sk,vk = (seed, vki)) Decomp,, (chk) = (chky, ..., chk;,)
denote B = (b1, ...,b) = m||chk
(r,k) ¢ {PRFqeeq(q)} 20071

=1

sig = (sigy,...,sig;) = {czi (ski7r)}

return sig

l

i=1

WOTS.Verify(vk, msg, sig)

compute B = (b1,...,b;) as in WOTS.Sign
(r,k) + {PRFqeeq (i)} 2007V

=1

!
return (vk1 = Hiey ({c;:[;il_;lbfﬂ_l] (sig;,r[bi + 1, w — 1})} 1))
i ) =

Fig.6: WOTS™ Signature Scheme

Then WOTS™ Signature Scheme in Figure 6 is an e-SEU-CMA one-time signature
scheme with € = 27110, The length of the resulting signature equals 2144 bytes.

Remark 6. Unlike the scheme in [Hiil13] we hash the message before signing and
instantiate Hpmsg with SHA2-256 assumed to be collision resistant. This reduces
the security from 2725 to 27128 due to birthday paradox.

Remark 7. The security loss in € = 27110 seems to be an artefact of the proof
technique resolved in [HRS16, Theorem 2] within the proof of EU-CMA security
of the XMSS signature. Hence, we assume that WOTS™ is e-sEU-CMA secure
with ¢ = 27128,

B Full proof of Theorem 3

Proof. We consider a sequence of hybrids (Hyb,);. For each i, we note ¢; the
advantage of an adversary against Hyb,.

Hyb, (sel-ID-IND game): the original sel-ID-IND experiment (Figure 1b) against
TIBE (Figures 4 and 5).

Hyb, (Rerandomisation of Aq): At the start of the sel-ID-IND experiment, the
Challenger receives the challenge identity vk®™ from the Adversary. We then
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change the TIBE.Setup(1*) algorithm as follows. Sample

€1 €2 €3
R «+ |s1 s2 s3| where (e;,s;) + Dge
000

»SRLWE *

If |R|| > v/6 - d - sriwe, abort the experiment with a uniformly random answer
bit «<— {1,0}. By Lemma 15, this event occurs with probability at most 6-2712¢.
Otherwise, set A; = A - R+ E(vk™) - G. Now

Ag-R=dy- [ag-s1+e1,ao-s2+ ez, ap- 53+ es)

contains 3 RLWE samples instead of uniformly random elements. The preimage
queries are still answered using the trapdoor (sq,e,) of Ag. Therefore, the only
difference between Hyb, and Hyb, is the sampling of A; and the abort condition.
Then the adversary’s advantage can only increase by

124 RIWE R 1.q.c
e—e1 <6274 3 Adv,, THIRME (),

Hyb, (Programming the commitment): For each decryption query of the ad-
versary, the set of active participants contains at least one honest party: act N
honest # @. We designate h € act N honest as the “last acting” honest party. In
this hybrid, in TIBE.ShareExtracty we set cmty, < {0, 1}*". We also delay the sam-
pling of (Pn,Xn,0,Xn,1) < Dro, to the end of TIBE.ShareExtract; when other
parties have already revealed their contributions {w; } and we program the
random oracle t0 Heme(Fuk - (Prl|Xn,0l|%Xn,1)) = cmty,.

This change is detected only if wy, has been queried to Hemt(+) before, we prove
that the Adversary can only guess the value of wj, with negligible probability.
By Lemma 8, with probability at least 1 — 279 it holds that

i€cor?

Sp > 2d- g/ F 3 >y s (Ag ([1 b2 do])) = mp-avs (A7 (Fuk)).

Recall in Hyb; the commitment is generated honestly as wy, <~ Fuk - Dgo . By
Lemma, 7, its distribution is statistically close (for a term at most 2 - 274+%) to
the uniform distribution over R,. Then, the probability of sampling any fixed
value of wy, is bounded by ¢=%+2-279+0 427449 < 2=d+5+2 where the additional
27443 comes from the smoothing condition on the matrix F,x described above.
Hence, the probability that one of the Qpec honestly generated wy’s collides with
previous queries to Heme(+) is at most:

€1 —eg < 2_d+6+2 : QDec ' (QDec + QHcmt)'

Hybs (Unique commitment opening): In this hybrid, the Challenger aborts if
there is a collision in the output of the random oracle Hcni. The number of
queries to Heme is bounded by Qpec + QH...., so the probability of the collision is

2
bounded by (QD‘&H;#C’“‘) Then:

cmt ?

(QDec + QHcmt)2 ]

g2 —€3 < Son
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Hyb, (Uniform masking): We recall in Lemma 17 a fact proved within [KRT24,
Theorem 4.1] in the transition from Game 3 to Game 8 in the authors’ numbering.
The proof idea of [KRT24] is to carefully trace the value of ctnt in the honest
executions of the protocol and conclude that the adversary can distinguish the
distributions only if it queries Hmask using a correct seed of one of the honest
parties.

Lemma 17. With the notations of Figure 5, let Hmask : {0,1}" — Rg be
modelled as a random oracle and seed; ; < {0,1}" be uniformly distributed.
For every decryption query of the adversary, let ctnt be uniquely defined by
ctnt,, = act||ct|[{cmt;}, ... The adversary’s advantage in distinguishing Dy,
and D), is at most Qu,.,. /2", where:

Dy =<m; = Z Hoask(seed;_, ;, ctnt) — Z Hmask(seed;_,;, ctnt), i € act

j€act j€act
m; = E Hpnask(seed;_, ;, ctnt) — E Hpnask(seed;_;, ctnt), i € cor,
j€act j€E€act

D), ={m; « R, ic honest\ {h}

m
my; = — E m;

i€act\{h}

The abort condition in Hyb; ensures that cmt; corresponds to only one value
of w;. Hence, ctnt,, uniquely defines ctnt and the conditions of Lemma 17 are
satisfied. As in D}, we set m; < R? for j € honest\{h}. For the last honest signer
h we set for consistency m;, = — Zjeact\{h} m;. This jump is indistinguishable
based on Lemma 17. The preimage value is not affected by the change, so we
can still simulate all signing rounds using the Ay trapdoor. Therefore,

< QHmask

€3 — &4 > o

Hybs (Secret sharing): In this hybrid we change the simulation of partial decryp-
tion contributions. First, when the Adversary chooses the set cor of T'—1 corrupt
parties, the reduction samples dk; = ([sa]i, [ea]i) < Rz for i € cor and sends
the keys dk; and honestly sampled seeds {Seedi—m‘}je[z\/} to ¢ € cor. This does
not change the output distributions by the properties of Shamir secret sharing.

For all j € (honest Nact) \ {h} we change the order of sampling m; and z;.
We sample z; < R2 and then define:

|:mj,0] _ {Zj,o} B {p]yo] ~ |:)\j,act : [[Sa]]j]
m;1 21 Dj1 Ajact - [€all;
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This change does not affect the distributions, since m; and z; are in bijective
correspondence. For the last honest signer h we write:

Zh,0 = €0 Anact * [Salln + Pr,o + Mo

= co(Sq — Z Njact - [Salj) + Pho — Z m; 0 (18)

j€act\{h} j€act\{h}
- CO Z )\] act * Hsa]]j + Ph 0 — Z m] 0 (19)
j€act\{h} jEcorNact

- Z (27,0 = co * Mjact - [8allj — Pjo0)

j€(honestNact)\{h}

= (co " 8a + Ph, 0) Z Ajact * [[Sa]]j Z mj.o

jE€corNact jE€corNact

- Z (2,0 = Pj0)-

j€(honestNact)\{h}

Equation (18) uses the Shamir secret sharing definition and the transformation
of my, from Hyb,. Equation (19) follows from changing the order of sampling m;
and z; for j € (honest Nact) \ {h} stated above. In the end, to simulate 2, o we
only need cgs, + pp,0 and other known values. Similarly, for z;; we only need
co€q + pn,1 and known values. The reconstructed preimage looks like

20 = Ph,0 T CoSa + €1+ Z Pj,0
| —

PA j€act\{h}

21 = Ph,1 + Co€q + Z Pj1

PA j€act\{h}

Z2 =Pp2+co+ Z Dj,2

PA j€act\{h}

j€act\{h}

and by construction Ag -z = ¢y + ¢; mod ¢. Hence,

wh:dal"l"— Z ’U}Z‘—A0~i
icact\{h}

> wi—coB—cr

icact\{h}

So wy, can be simulated using public values as well. These changes in the dis-
tributions are only syntactical. However, they allow us to simulate the protocol
execution only using the LWE sample ags, + e, for the matrix Ay and Qpec
hints of the form (co, c1), (coSa + Ph,0;Co€a + Pn,1). For convenience, we define
an offset target vector rq := dal .= Ziem\{h} w;. Since the described changes
do not affect any distributions, the advantage of the adversary does not change

€5 = &4.
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Hybg (Coset-Hint-LWE preparation): At this point, public parameters are sam-
pled as:

ag, ag, by < Rtb (Saa ea) — IDRZ,CM b=ao-sa+eaq
Ay = [1 aoﬂ—b} JAp=Ap-R+E(WK") -G

€q Sa 1

100

Denote A} = A; —E(vk) - G. Then F = [Ag | A} | A2], and the response to a
decryption query with respect to id = vk looks as follows.

Ay = [1 as bz] ,TT =

Pr — DR37§p,xh71 — DR3,ganh,2 «— DRS,%
/

wp =Ag-pp+ Al -Xp1+ A -Xp 0

(co, c1) = Decompg(r1 — wp)

z=T c+py

return (z, xp)

In Hybg, for each decryption query we do a statistical jump to the distribution
where we sample (cp,c¢1) as independent variables, and adjust the distribution
of (pn,xz) to satisfy the image constraint.

u < Ry, (co,c1) :== Decompg(u)

Xp1 — Dps X D . _u_a.
mL = Drosyy (P Xn2) € D o 4100,

z=T -c+py

return (z,xy)

By construction wy = r1 — u, hence the value c satisfies the original formula
Beo+c1 = r1 —w = u. By Lemma 8, with probability > 1 — 2799 it holds that:
G >2d - g 3 >y ais (AF([1 b2 da])) = mg-avs (Ag (Fuk)).

Then in Hyby; by Lemma 7 v/ = F\ - [ph Xh]T = wp, mod q is distributed within
3 - 2799 of uniform. Therefore, u = dgl -7 — ' mod q is statistically close to

u < Ry in Hybg.

As mentioned before, by Lemma 8 ¢, > 1g-a+s (A, (Fy)) with probability at
least 1 — 279"%. Then in Hybs by Lemma 7 u' = F - [pn Xh]T = wy, mod ¢
is distributed within 2 - 2799 of uniform. Therefore, u = dy ' - r — ' mod ¢ is
statistically close to uniform in Hyb..

Similarly, by Lemma 7 the distribution of py,, x; conditioned on u is exactly
equal to DArlfu(F D We sample it by parts using Lemma 9 and the smoothing

q vk)sSp

condition. We get SD(Dy, Do) < 2-279%9 where:

Dy = {xp1 ¢ D, (Ph,Xn2) <D o _u—arx
s ,&p’( ) 7) Aql u—Af }1,1([A0‘A2])’§p

D2 - (phv Xh,1, Xh,?) — DAZIVliu(ka)Sp
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Hence, overall:
—d+4d
€5 —€6 <5-2 + - QDec-

Hyb, (Hint-LWE jump): Now the distribution of (zj,xy 2) with target vector
ro =11 — A} - x5,1 is equal to Dyey of Coset-Hint-MLWE, therefore in Hyb, we
transition to the distribution that contains Djges as:

a07a27b2 — Rqa b+ Rqa (Saaea) — DR27<(1
Ay = [1 aoﬁ—b] A=A R+EWK) G

€q Sq 1
100

u < Ry, (co, 1) == Decompg(u), o .= AgTec

Ay = [1 as b2:| ,TT =

Xh,1 — DR3,§p7 (phaxh,Q) — DAZ2_Q([AO‘A2])7§;D

z=T -c+py

return (z, xp)

The advantage of the adversary changes according to Theorem 1:

. QDec SpyB
ModNTRU Hint-RLWE o’
g6 —er < 2Advg R () £ AV, () o+ Qpec - O(e)

Hybg (Hint-LWE post-processing): To get back to a distribution we can efficiently
simulate we change the order of sampling again to:

u < Ry, (co,c1) == Decompg(u), a :== AgTc

X < Dps X D —a—Ag-
h,2 R3,6p) (pha h,l) A;l o 2 xh’2([Ao\A'1]),§p

z=T -c+pxn

return (Z, xp)

This distribution can be simulated efficiently since for all vk # vk* we have
E(vk) — E(vk") € Ry and by Lemma 10 the matrix R is sufficient to sample
preimages of [Ag | A{] = [Ag | —Ag - R — (E(vk) — E(vk™)) - G]. The advantage
changes by another

€7 —€g < 3- 27d+6 ' QDec~

In this hybrid we have Fy+ = [Ag | —Ap - R | Ay] and the challenge ciphertext
is of the form

T * *
Aj -s*+€f

uw=Fl. . s +e = |-RTAL s + et (20)
AT . 5" + e}
v*:r~5*+e§+Mb‘{gJ (21)

The distributions of errors are (ej, €5, e3) < Dgr ., €} < Dgs .
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Hybg : (Noise convolution) The distribution of the challenge ciphertext in Hybg
is statistically close to

Al - s*+ e}
u* =F7,. - s* +e* = |ReRand(—RT, Al - s* +e},¢',¢)
AT . s* + e

Note that the challenge ciphertext includes RLWE samples Al -s*+ef, AT .s*+e
and 7 - s* + e5. Then the advantage of the adversary can only increase by the
negligible distance between distributions determined in Lemma 12 as eg—eg < 6¢,
which is applicable since ¢, as constrained in Equation (9), and ¢" as constructed
in Hyb; and constrained in Equation (10), satisfy the conditions of Lemma 12.

Hyb,, : (LWE for the ciphertext) Finally the challenge ciphertext is sampled
as ct* = (u*,v*) where u* = (b, ReRand(—R7”,bg,<’,5),by) and v* « b3 +
Encode(msg,) where (bg, by, bs) <= RI. Since the message is now masked by a
uniformly random value, the advantage of the adversary is €19 = 0.

If the adversary can distinguish Hybrids 9 and 10 they can break RLWER 7,4,
conditioned on the first matrix element being a unit. The advantage of the
adversary in LWE with a unit in the challenge matrix can decrease at most by

2¢%2 -1

Pr(a%RZ\a(—Rq): 7

< 2
= i

The LWE challenge is embedded into Al - s* +ej, ALl . s* + e} and r- s* + €.

Therefore, eg — £19 < AdviI;WER’“”(,i) +2.q72, O
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